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¥ Antivirus

* Intrusion detection system

* Fortified Cyber Defense (FCD)
' Resilient Cyber Defense (RCD)
11 Cyber Security
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' Cyber Attacks

' Hackers

" Proactive Measures

* Active Cyber Defense (ACD)
° Passive Cyber Defense

* Firewall

87


http://ic4i-journal.ir/article-1-310-fa.html

[ Downloaded from icdi-journal.ir on 2026-07-04 ]

J&ééﬂbaé:); Wy JAKTL;IJJ_ 03 7S Je 431

o3l 3 aly ol WSS 5 s jualy ol 5l (5 oS s
AT 2055, o oM L alis 24 551 Llize o) Jles
S Ak iy S bl il e e 5 3 ST e
S eSee b Ol s RIBl s sl Su g
2l @l n e 5 3led Je glararls
2hS salgis o3 1S Jie s e OLES las 3k 4 ol

el 4y amlge M L alilis s (6 g
sty ATl 5l ps & dlie sin sla i s
L Soleig e s 25 oo s 0T iy 5 (6l
Lok 4 s o 5 (sbay i 53 5 0 1) OF (glaast L 5

-Jiﬁjﬁséé%ﬁj%\)b-ﬁﬁdﬂ)\}L;fl.i)‘)\}))ﬁ

Wb .2

J S mls g .1-2

5 ok e 00 K0s ety s gl S
e O 5l o8 i adian 5 s Olesrlge diedipa
b5 QLS 5 Olawsis Cle mes 4 [B]ail
ik pn lr 3K el Sl et el
Gl gl @kl s gl o das | SO0 5 S5
iy AT 0T i 5 ge a5 Sl w8 S ol s
S ol ol 3l oslid ;e Jlab (5 b s 3L o
g s plelid s oK 5 1 gmle sl LS &
B, Bl 4 Gl L erly ol L S
i SIS s pl e e e plil Olarlge (slac LG
orln 4S8 03,5 S b e il il 3 slasl, ¢
el 4 S s sbacdle (gl it g 1) SLlS
Gl #3510 3 9m po Gl 15 oled a5 b [1]ss
g5 ol e 53 a8 S el Gl s 5 ) 5 Jld
1358 o k)l 3 e b i m gl

ol i2S ghie 4 Jax 5 1S5 (Sales Ul5 S
AT Sl eslial Lyl 335 51 5 Sl b bl

35S a3 fag Sl (6 1IS STl s Al 3 _aas

" Shared Situational Awareness
* Threat Intelligence
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' Hack-back
¥ Zero-day Attack
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° Active Cyber Defense
* Information sharing
¥ Honeypot or Tarpits

Asset Identification and
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! Situational Awareness (SA)
2 The Defense Advanced Research Projects Agency

" sharkseer
4 National Cyber Security Centre (NCSC)
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" Beacons

¥ Deep Web

* Dark Web

* White-Hat Ransomware
'* Rescue Mission
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' Denial and Deception

" Hunting

" Network Telescope

* Network Address Hopping
° White Worm
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' dynamics
" Resolve
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