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Policy Engine:

> S, —>R, (th)

P3: if |Rv|<=
m

Pl:if S, —>S, <5, — S, (th) =Shutdown(S)) ;
P2:if S, > S, =5, =5, (th) =>Restari(S,),
—RC Reconfiguration msg(l)

3
Pd:if H|Svi| <100 = Restart the whole system ;
i=1

P5: VS, {5, |1<i<n}, gff|Svi| +|Rvi| <10 = Shutdown(S,) and alert for replacing it
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R={set of policy engine rules (R,)}
Security Controller :
i
!
Jor each change in Sv,
Jor each R,eR
if (Sv,<*> (R, > p))—do(R,—q)
b
Reliabiliny  Controller :
{
Jor each change in Rv,

Jor each R, eR
if (Rv, <> (R, > p)=do (R, —q)

1
ks

Integrated Controller:

{

Jor each change in Sv, or Rv,
Jor each R, eR
i ((Sv,.Rv,) <*>(R, > p))=>do (R, —>q)
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Policy Engine:
e Security Controller Policies:

P2:if C,—>TR, >10Mbps && C,,,—>Fi

susp

P3: P
C,—>PR={C,—>Pr|Vk=1.2"}

P4:
P5:
Pé:

ff (—'z —>F]‘-susp
if 3C, IR, => C, >IR
S, S,

i o

our

P7: >3=C, —»>Alert ;

e Reliability Controller Policies:
PS8: if C,—T,, >10ms—=restart(C,);;

ping

P9: if C,—Pw>10WPH — replace (C,);

C,—>ITR,,+C, —>IR
C,—>INS
o Integrated Controller Policies:
p12:if S

© C,—RAC
P13:if C,—rFi,,  =TRUE—=shutdown (C,) ;
P14: if |C,— S|

PII:if

CPU

PlI:if C.—TR, >30Mbps —block (C,—>TR,,) for 10 seconds ,
=l=>block (C,—TR,, )’
i |Ci %PR' >max number _of ports=restart(C,)

if C,—>RAC=>1000=>alert to user for overloading C,;
=TRUE = shutdown & replace (C,),

—> Alert (potential cyber threat to C,)

P10: if C,—>INS p, =10 MFLOPS=>restart (C,);

2L > some_threshhold = restart (C,)

< some_threshhold = C, — Alert (Suspicious Behavior) ;

+||Cl %Rv"isom@ifhreshho.’d = shutdown &replace (C,) ;
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for each event E in C;
for each rule Pi
if (E in Pi—p) do Pi—»q
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