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Step One:

input .’D,'.PW.

compute ry = d; & h (1D’ || PW;)

MP; =h(r, || PW;)

choose random numbers a € [1,q — 1],

ro, rg3 and T'i

compute the followings:

ID;"w = h(ry || 1D;")
Bi=e; & MP;®r3

By=aP

Bs=fi@ID, @ID ™" & h(rs | ID,")
Bi=h(rs || 1D | B2) @ 1D

Bs = h (ID; || 1D:" || 1D || ID; || T2)
M,—{HJ,'.H}‘,J!,.Iig.ﬂ;;.l’!;.li;.'i",}

Step Two:

compute the followings:
ra=Bi@&h(IDspy ||« || 1D;")

ID;"* = By@h (ID; | 2) @ h (rs | 1D;")
ID;" = Bs&h(ra || 1D, || Ba)

check: ID;’,

Bs2h (ID: || 1D || 1D/ || ID;)

Check whether ID.I is correspond to ID; in Database
choose A, T,

compute:

Cy=AP

c; =h(ID; |! x)

Dy=h (”3- [ 1D; |l e;Co || Bz || Tg)
Mz={1D,".1D;.B2,D1,Co.Ty }

Step Three:
check: ID;
check: ID,’,
Di2h (IDi" || ID; || ¢5Co || Bz)
choose random 8 € [1,q — 1]
compute the followings:
€ =8P
C; =3B,
skecasion = h1 (B2 || C1 || C2)
C3 =h(ID; || ID; || skscssion)
Cy=h(c;Co || 1D || ID;)
Ma={C}.C3.C4}
Step Four:
check: Ca2h (c;Co [| 1D || ID;)
compute the followings:
Dz =h (IDspa || = || 1D ™) @ h (1D, || ra)
Dy =h(MIM | z) &h(MI; || r3)
Dy=h(ID; || ID," || 1D/ | SID; | D2 || Ds | r3)
M4={C}.C3.D3.D3.D4}
Ma=1€1,03, 02,05, D4}
Step Five:
check:
Da2h (1D | 1D, | 1D || 1D, || D2 || Dy || rs)
compute the followings:
Bg = aCy
skacssion = h1 (Bz || C1 || Bo)
check: Ca2h (ID;" || 1D || skscasion)
compute:
drev =ra@h (1D, || PW;)
e = Dy @ h (1D || ra) & h (rz || PW;)
e = Dy @ 1D ™ @ h (1D ™ || rs)
replace (di, e;, f;) with (d€*, ere, frev)
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MPI®Y = (1, | PW]eW) (¢9) D, = h(ID; Il 75 I| ID} | MI™" || Ds Il Dg)  (£Y)
el®V? = Ds@h(MI || rs)@MPIe”  (0*) Pi )5 41, Mg = {Ds, D¢, D7} ¢\, SEM
fnew2 = p.@h(ID] Il rs)@MIe™ (o)) LS e Jl]
drew? = r,®h(ID] || PW/**W) (oY) Mg = {Ds, D¢, D7} (EA)
(drew2, efev?, frv?) Loy (dpenf) klg Dy = h(D; I s 1ID{ I Jlzel pp lazl e
&S o Sl o2l S1AS o s |y MIT®Y |l Ds |l Dg)
ProVerif b Cuwwl (oowy Jukxi .0 23 bl e s 1y Skl Py g olidl dsles
ol ddall = b coel GL3 s s Gl SO s Sl P pse ol
Jeos ProVerif il sl wgd 5550 0L3 4 1 0T b Ll o PV poaals
5 ProVerif 8 Cals il sl b sl o b e gl le tadga S (e
DS o e s Do a Ly IS Sladia elev? = MPIY = (1, || PW/*W)
f"* = Ds®hMIPY || rs)DMPY
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(* Channels and shared keys are listed below *)
free chl: channel. (* the public channel between the user and the sensor *)
free ch2: channel. (* the public channel between the sensor and SEM *)
free schl: channel [private]. (* the secret channel between the user and SEM *)
free sch2: channel [private]. (* the secret channel between the sensor and SEM *)
free sks: bitstring [private]. (* the session key between Patient and Doctor *)
(* Constants are listed below *)
free x:bitstring [private]. (* the private key of SEM *)
free IDi:bitstring [private]. (* pi’s identity *)
free ID'i:bitstring [private]. (* pi’s alias identity *)
free IDpr_i:bitstring [private]. (* pi proxy's identity *)
free ID'pr_i:bitstring [private]. (* pi proxy's alias identity *)
free PWi:bitstring [private]. (* pi’s password *)
free Ti:bitstring [private]. (* TimeStamp of Patient *)
free Tg:bitstring [private]. (* TimeStamp Of SEM *)
const IDSEM:bitstring. (* SEM’s identity *)
const P:bitstring. (* the generator P *)
const IDj:bitstring. (* dj’s identity *)
table d(bitstring). (* database in SEM *)
(* Functions and equations are listed below: *)
fun h(bitstring):bitstring. (* hash function *)
fun h1(bitstring):bitstring. (* hash function *)
fun mul(bitstring,bitstring):bitstring. (* scalar multiplication function *)
fun xor(bitstring,bitstring):bitstring. (* X-OR function *)
fun con(bitstring,bitstring):bitstring. (* string concatenation *)
equation forall m:bitstring,n:bitstring; xor(xor(m,n),n)=m.(* X-OR computation *)
equation forall m:bitstring,n:bitstring; mul(mul(P,m),n)= mul(mul(P,n),m).(* scalar multiplication

)
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(*Events*)
event PatientStart(bitstring).
event PatientAuth(bitstring).
event DoctorStart(bitstring).
event DoctorAuth(bitstring).
(*Queries*)
query attacker(sks).
query attacker(sks).
query id:bitstring;
inj-event(PatientAuth(id)) ==> inj-event(PatientStart(id)).
query sid:bitstring;
inj-event(DoctorAuth(sid)) ==> inj-event(DoctorStart(sid)).

S 050 w0 s el s lis Slmis sl 3 s e b & 4 by s ProVerif 5
5 S sadS 03,40 3l 5 65,5 S|l ProVerif (SEM) sl mileo 5 Ky Slam oims o diS S
lessad (ola s il il S gdome 392y s 4 disd (o a8 S8 4 Ll

sloosy 4y byyyo 4
(*% Code for the Patient: The Patient’s process:*)
let Patient=
new r0:bitstring;
let MPi=h(con(r0,PWi)) in
out(schl,(MPi,ID'i,IDi,IDpr_i,ID'pr_i));
in(schl,(xei:bitstring,xfi:bitstring));

let ei = xei in

let fi = xfi in

let di = xor(h(con(IDi,PWi)),r0) in
!

(

event PatientStart(ID'i);

let r1 = xor(di,h(con(ID'i,PWi))) in

let MPi" = h(con(r1,PWi)) in

new alpha:bitstring;

new r2:bitstring;

new r3:bitstring;

new Ti' :bitstring;

let ID'inew = h(con(r2,IDi)) in

let B1= xor(xor(ei,MPi"),r3) in

let B2 = mul(P,alpha) in

let B3 = xor(xor(xor(fi,ID"),ID'inew),h(con(r3,ID'))) in

let B4 = xor(ID'i,h(con(con(r3,ID'inew),B2))) in

let B5 = h(con(con(con(con(IDi,ID'"),ID'inew),1Dj),Ti)) in
let M1 =(1D'i,IDj,B1,B2,B3,B4,B5) in

out(chl,M1);

in (chl,(xC1:bitstring,xC3:bitstring,xD2:bitstring,xD3:bitstring,
xD4:bitstring));

if xD4 = h(con(con(con(con(con(con(IDi,ID'i),ID'inew),IDj),
xD2),xD3),r3)) then

let B6 = mul(xC1,alpha) in
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let sku' = h1(con(con(B2,xC1),B6)) in

if xC3 = h(con(con(ID'i,1Dj),sks)) then

let dinew = xor(r2,h(con(IDi,PW1))) in

let einew = xor(xor(xD2,h(con(ID'inew,r3))), h(con(r2,PWi))) in
let finew = xor(xor(xD3,ID'inew),h(con(1D'i,r3))) in

let di' = dinew in

let ei' = einew in

let fi' = finew in
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process !Patient|!SEMReg2|!Doctor

== Query inj-event(DoctorAuth(sid)) ==> inj-event(DoctorStart(sid))
nhounif mess(sch2[],yIDj_5387)/-5000

Completing. ..

Starting query inj-event(DoctorAuth(sid)) ==> inj-event(DoctorStart(sid))

-= Query inj-event(PatientAuth(id)) ==> inj-event(PatientStart(id))
hounif mess(sch2[],yIDj_12018)/-5000

Completing. ..

Starting query inj-event(PatientAuth(id)) ==> inj-event(PatientStart(id))

-- Query not attacker(sks[])

hounif mess(sch2[],yIDj_18364)/-5000
Completing. ..

Starting query not attacker(sks[])
RESULT not attacker(sks[]) is true.
-= Query not attacker(sks[])

hounif mess(sch2[],yIDj_24508)/-5000
Completing. ..

Starting query not attacker(sks[])
RESULT not attacker(sks[]) is true.

RESULT inj-event(DoctorAuth(sid)) ==> inj-event(DoctorStart(sid)) is true.

RESULT inj-event(PatientAuth(id)) ==> inj-event(PatientStart(id)) is true.
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