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skeus= pd.5Series(index= df_x.columns)
for col in df_x.columns:
skeus[col] = df x[col].skeu()

index_list= list(skews.index)
for x, i in enumerate(index_list):

if x_train[i].skeu() < -8.5:
for j in range(len(x_train)):

x_train.iloc[], x] = np.square(x_train.iloc[], x])

if x_train[i].skeu() » 0.5:
for j in range(len(x_train)):
if x_train.iloc[j, x] != @:

¥_train.iloc[], x] = np.log(np.abs(x_train.iloc[], x]))

return x_train
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Caslo
MethCallEngine 104.249700
~ vbaErase 104.,249700
__vbaVarZero 104.249700
__vbaInStrvar 104249700
__vbaAryVar 104.249700
ent_p 19 -4.,767019
ent_q diff diffs median -7.770609
ent_q diff diffs min -11.153566
ent_q_diff diffs 0 _max -11.537138
ent_q_diffs_max -13.403123
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logloss xgh raw_data 0.01194
logloss xgb sk handled data 0.01576
logloss lgb raw data 0.0082
logloss lgb sk handled data 0.01225

2 S sl S5 e sla (Shs sl S gl A
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x_train_feature_added= x_train.copy()
x_train_feature_added['sumImg']= x_train_feature_added['Imgl
071
for i in range(107):
feat_name="Img{0}".format(i)
x_train_feature_added['sumimg’]= x_train_feature_added['su
mlimg'] + x_train_feature_added[feat_name]
x_train_feature_added['sumIimport]= x_train_feature_added['l
mport] + x_train_feature_added['Imports’]
x_train_feature_added['loc_by_mean]= x_train_feature_added
['loc']/x_train_feature_added['loc’].mean()
x_train_feature_added['var_by mean']= x_train_feature_adde
d['var])/x_train_feature_added['var'].mean()
x_train_feature_added['Forwarder_by mean]= x_train_featur
e_added['Forwarder']/x_train_feature_added['Forwarder'].mean(

)

x_train_feature_added.head()
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s lgh s de 31K 5o 5 Shas s Sob b Sis

el o XgD

e

o oals [l 8 S 55 e Jlo 5 gbaesls Spm s
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o ¥_train_sk handled.skew().sort wvaluesi|

__vbaStrIz 1a4,249788
__vbaVarZero 184249700
__vhaErase 184, 2497a48
__vbaAryConstruct2 184, 2459788
__whaInStrvar 1a4, 249788
ent_gq_diff_diffs_min -5.124845
tls por -5.682425
ent_q_diff _block 2 28 -5.699199
dd5_Ndnt -8.298382
db3 idata -45.985828

Length: 1884, dtype: floated
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Feature

ent_q_diff_diffs 1 median

ent_g_

XGB Features

1o
diff block 3 3 [N
sumimg |

string_len_counts 2 [ |
GetkeyboardType |

CreateToolhelp325napshot

ent_q_diff_block 3 18
section_names_header

section_names_data

Feature

"
=]
°
=

e
DATA

ent_p 8

FreeLibrary
dd_text
TB.d5
dd4_NdNt
T8 a2
strien

0

004 0.06 0.08 010

(=3
o
(=1
()

0

xgb;lyl?WUE;i,ZO.QJg.:

LGE Features

section_names_header [——
Entropy [N
dc_por [N
Virtvaldlioc [
offset1 [ IEEG—
regs_esp [N
ent_q_diffs max RN
ent_q_diff_diffs_mean I
regs_bh [N
ent_q_diff_diffs_15 | NN
ent p 19 NN
mog 1 I
string_len_counts_2 _
ent_q_diff block 319 [N
DilEntryPoint [N
COLLAPSED [
asm_commands_ror [N
ent_q_diff_diffs 12 [N
LEN
ent_q diffs 19 [N
0 50 10 10 2200 20 300 350
Importance

lgb 3t Jol> vge $5520 .10 Jss
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logloss xgb raw data  0.01194
logloss xgb allfeat 0.01148
logloss Igb raw data 0.0082
logloss Igb allfeat 0.00744
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logloss_xgb raw_data 0.01194
logloss_xgb best features 50 0.01194
logloss_xgb best features 100 0.01194
logloss xgb best features 150 0.01194
logloss_xgb_best_features_250 0.01194
logloss Igb raw data 0.0082
logloss_lgb best features 50 5.21675
logloss_lgb best features 100 4.86224
logloss_lgb best features 150 5.21675
logloss lgb best features 250 443379

L) b S5y agemme s b 2bisl 5 Si5sel 2-3-3
(permutation Importance it » shu

o305 45 sama La gl » PEIMUtation Importance x5, s
38 el aba)l s sl dae O sla S5 slaas &
(Sis So polie (e, ul Sl e 8 s 8 Oy se
Olpee bl 5 535 5 o il Js s 5 0 Solwen o
ol Soluwpn o 5 adsl Sl s o Jbe s DslE
S 5 b Shs 5l S il o 2 05 1l )
gl b S5y s e (S S5l o2 53 Lless
1,3 « permutation Importance Sy e
@3k sl mbe 4 5l OF oils 5 il Kol
oS Gl sk wowisn cpl s W e 4 n)ls
5 a5l el L permutation  Importance
S35 e 31 5550 300 Lz dgb 5 XD ez, S
< ,»feature importance ;i ol 5, S5 5300) L
Aol ol s es bl (e, Sl )

Al ad> e 55 .23 5 oLl permutation Importance

e

b Snsassemman) b obisl s 290l 3-3

L) e Sy aegemans b obisl s bl 1-3-3
(feature importance i » .

aon 3l eslinal LIGD 5 XD (sl S ol el s ) s
Gl (el o353l sla Sy 5 adsl slo S5s) b Shy
5 K » feature importance i esbicwl b e .03
L S5 oo 5l 26250 5100150 50 (slaas yoms i
o3latal b pbssl 5 (5l Jde ( GLL Al e 53 5 s 2l
Sl s . S bl b (S5 assazme nl 51 s
ol 4 Joa slas bs Jibe cpl 51K a el s (gla
48 yore 3l ogr S5 90 LXOD ) S o35 oS das e
Ss aegerme JS ol L 0TI L b slis s S5 5

I Al ol sl

o2 oo S 525250 5150 100 1 eslinal 3,50 53 ¢ 5550 cnl
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S Jel S Shs e Sl Gl e ny) LS h
w335l g ol (gb o, S feature importance
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Weight

0.1336 + 0.0026
0.0004 + 0.0001
0.0004 + 0.0001
0.0003 + 0.0001
0.0002 + 0.0002
0.0001 + 0.0001
0.0001 + 0.0000
0.0001 + 0.0001
0.0001 + 0.0000
0.0001 + 0.0001
0.0001 + 0.0001
0.0001 + 0.0002
0 + 0.0000

0 + 0.0000

0 + 0.0000

0 + 0.0000

0 + 0.0000

0 + 0.0000

0 + 0.0000

0 + 0.0000

Feature
section_names_header
Entropy
Unknown_Sections_lines_por
asm_commands_std
ent_q_diff_diffs_1_median
sumimg

regs_esp

Offsetl

ent_q_diffs_max
section_names_rsrc
WirtualAlloc

dc_por

SetStdHandle

TE_40

TB_b3

edx

Img2_1

ImagelList Destroy
WriteProcesshMemory
ent_g_diff_diffs_median

.. 280 more ..

S el s (S on e 12 S

(xgh) permutation importance

wt amlis 510 s s a8 8 s sla L3l
Sl b (Shs assemeni 5 b Shy aes b il
oo 3l eslizal &S das e 0L permutation importance
3 e s Shae (6 SKair L3b S35 3l 14z yames 3

Dy M\j}(..a@&;jj Sl I s Q;”\ @Lﬁj
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s o 551 31 0 iianl 1 4135009 Laudid 9 Caniol g 1351 S 9000

permutation ;i lob- sl S5y op e 5l Sis 200
S el gl sleslid b s eas wlil Importance
12,11 JSe 55038 ©ose lgb 5 Xgb sl o, S )

g_,.:':'JS “ ‘ui’JJ U’i‘ )‘ I C‘J,}:I..d‘ L;LA;}L} U‘iJ; ('.,G.A

oA «Jde 53 s s Section_names_header S

g:A..w\ o}wwﬁu;ﬁjﬁbbw‘uﬁ)J “)‘)L::A‘

Weight

0.2160 + 0.0000
0.0012 + 0.0000
0.0007 + 0.0000
0.0006 + 0.0000
0.0005 + 0.0000
0.0004 + 0.0000
0.0004 + 0.0000
0.0001 + 0.0000
0+ 0.0000

0 + 0.0000

0+ 0.0000

0+ 0.0000

0 + 0.0000

0+ 0.0000

0+ 0.0000

0+ 0.0000

0+ 0.0000

0+ 0.0000

0+ 0.0000

0+ 0.0000

L Lledds o3l OL:.«.’ W‘

Feature
section_names_header
regs_esp

Entropy

Offsett

virtualalloc
ent_g_diffs_max
asm_commands_ror
Unknown_Sections_lines_por
ent_g_diff_diffs_0_min
section_names_text
GetStartuplnfol
ent_g_diffs_11

regs_dl
ent_g_diff_diffs_median
ent_g_difl_diffs_1_var
int1

Plus

TB_a4

regs_ebx
ent_g_diff_diffs_0_var

.. 280 more ..
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oS 53 gle (2 Sl ealinal b 0Ll L3 5 des e 0L
5 oS Hshileacal ats S Jol> 9 Jsur s 1gh ;5 xgb
35 5 o e Sl Ol ool ol esls L 9 Ju
OLen 5 ol 55 51 g Sl add L)1 ) 5o

Al e

stacking 5 s iw gladde b (g3le Jdo 4ot anlio 6 Jux

logloss xgb allfeat 0.01148
logloss xgb best features perm 0.01209
logloss sclf xgb best features perm 0.190646

logloss lgb _allfeat 0.00744
logloss Igb best features perm 0.009968
logloss_sclf lgb best features perm 0.190646

adde 4 &3> @L:J T Jsd

accxgb raw data 0.9972401103955841
acc_ xgb allfeat 0.9981600735970562
acc_xgb best features 50 0.9972401103955841
acc_ xgb best features 100 0.9954001839926403
acc__xgb best features 150 0.9972401103955841
acc_ xgb best features 250 0.9981600735970562
acc_xgh sk handled data 0.9972401103955841
acc lgb raw data 0.9990800367985281
ace_lgb_allfeat 0.9981600735970562
acc_lgb_best_features_50 0.0229990300367935
acc_lgb best features 100 0.1665133394664213
acc_lgb_best_features_150 0.0229990800367985
acc_lgb best features 250 0.2483900643974241
acc_lgb sk handled data 0.9981600735970562
acc_xgh best features perm 0.9972401103955841
acc_lgb best features perm 0.9963201471941122
acc_sclf xgb best features perm | 0.9963201471941122
ace_sclf lgb best features perm | 0.9944802207911684

Jl.
b Sy assame s s b Shyaan b (5500 ard aglie 5 Jyur

permutation importance | |-~

logloss xgb_allfeat 0.01148
logloss xgb best features perm 0.01209
logloss 1gb_allfeat 0.00744
logloss Igb best features perm 0.009968

938w b Jao b eyl o ealgniy S, 2b5)1 4

stacking

26 sladae Sl eslinal b slgniy oy =l al e 5o

A (g5lwesly badue 3l glanz, <GaussianNB ;5 L5 >
edys 255 XG0 51D sla Jus oI5l &Y 55 &S 50 s
s permutation importance i ol wgo S35 200 L
390 2lg eSS Olye 4 GaussianNB 5 oY s
Glae a8 8 o sl SL3) = Wb S8 eslanl
S1gb s Jus 51 a5 Shae &S s s 0LES 6 J s
T s 5o el ety g 3 ,Ses 5l g« ales 4 XQD
s s ol llae 5 Sl ol S5 Ladlle das 235 b0
sy sy i 10, S S1 eslinad L oadl sl
L llas a3 S s sla oL s = Ll esls olan|
J.)..Aéw)'”gb r-:i))-ﬁ‘ s oo Sl Q\J-:.a8 J el
ol axils |y @35 55 Shes p i 4 3 e3p aS e

|, accuracyscore , confusion matrix .9 Js.-
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logloss_lgh best features_perm: 8.809968037082013147 logloss lgh best features_perm: 8.8

acc_lgh best features_perm: 8.99632081471941122
cn_lgh best_features_perm:

acc_lgb_best features_perm: 8,99632
on_lgh_best_features_perm:

162 o @ @ @ @ 8 & @ 163 e 0 2 @ ¢ o @
[ 62 @ 0 @ @ 8 0 8 [ @266 6 ¢ @ 6 & @
[ 82 0 6 & ¢ o 9 [o 62% ¢ 8 & 0 8
[ e @ 04 @ 2 8 0 9 [¢ 2 64 o 28 2 2
[ & 8 & 2 8 6 8 [ & & 8 & 2 8 6 @
[BB]BBHBBH] [BBlBB?EBB
[# 8 6 0 6 65 & 8 [ 6 6 6 & 65 8
[ 6 @ 8 @ @ ¢ 8% 2 [0 2 8 ¢ @ b
[ e & 8 8 @ o 8 1 8] [ & @ 86 ¢ @ 1

logloss sclf xgb best features perm: @,12709761322875074
zec_sclf xgh best features perm: 0,9063201471941122
n_sclf xgh best features perm:

logloss_sclf_lgb best features perm:
acc_sclf_lgh_best features_perm: @.9
om_sc1f_lgh_best_features_perm:

[FYSRVIPINY @b 8 J}Jq-

- SR 19591 3 03l b 513310 aniid 59 Camol 3! 351 8 902

logloss_xgb_raw_data 0.01194
logloss xgb sk handled data 0.01576
logloss _xgb best features 50 0.01194
logloss_xgb_best_features_100 0.01194
logloss xgb best features 150 0.01194
logloss xgb best features 250 0.01194
logloss_xgb_allfeat 0.01148
logloss_lgb_allfeat 0.00744 <=l
logloss lgb raw data 0.0082
logloss_lgb sk handled data 0.01225
logloss_lgb_best_features_50 521675
logloss lgb best features 100 4.86224
logloss lgb best features 150 5.21675
logloss_lgb_best features_250 4.43379
logloss lgb best features perm 0.00997 ¢
logloss xgb best features perm 0.01209
logloss_sclf xgb best features perm 0.19065
logloss_sclf lgb_best features_perm 0.19065

_JAILC:LA

accuracyscore ; confusion matrix =59 Jsar

AR

logloss_xgb allfeat: 0.010852646612050954
acc_ xgh allfeat: 0.9981688735970562

cm_ xgb allfeat:

[[163 @ @ @ 2 @ @ @ @

logloss_xgh_sk_handled data: @.81537882264581708
scc_xgb_sk_handled data: ©.9972481183955841

m_xgh_sk_handled data:
[[63 @ ¢ @ © 6 © @ o

o
J

f.)\jb

[[16 & @8 & 2 0 & 0 0 61 & 8 & 2 & & @
[ @26 ¢ ¢ 2 2 @8 @ ¢ [ 62 & 6 6 @ 0 @
[ @ @26 @ o @ @ @ @] [ @ 0296 8 @ @ @ @
(e @8 @4 68 0 0 08 0 [ 6 ¢4 8 0 8 0
[e @ o2 208 0 8 0 [@ 000 20 ¢ 0
(e @ e 1720 04 [ @ @ 0 L72 8 0
[ 8 8 0 0 85 8 9 [ @ @ @ 06 @ @ 5 @
[ @ o 0 o o 8 816 0 [ 0 9 0 6 0 0
[e @ o2 0 8 0 1 %] [@ 0 9 0 0 8 ¢ 138
o ol (5Ll aslie 5.9 Jsur

Accuracy Log loss s

99,77 | 0/009656 | _ziies 5 ctan!

9981 |  0/007604 G sgs

99,81 0/00774 o ol Ll

S5 s 0
5 ablis gl bl ail sl Ll b allis o
S 53 S ) S el adls b 0T o 43
L;)'Lﬂv.@,,ﬂéus&c;isjmjs Lol 5800 QS 3 edomy s 15310
5 s Ll Ll b allie s ol s &S ol
Wlde ol 3l S50 Glajlsh o 5 bl Ole les
o3lanal bl Gandd 5 Sl (L1 s e S
Gt 3l eslital b zman 3 &1 ez o 55801 S
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[0 @ 0 8 8 8 @ 0] 92 0 @ @ @ 8 @
[@ o2 @ o @ @ @ @] (e 0626 8 8 0 0 ¢ @ o
[ @ 2 a4 o @ @ @ @] [ P 04 @ ¢ 0 0 o
[ o @ @ @ 2 2 @ a a o 6 0 0 20 0 0 o VL
[e 2 @ @ 2 73 @ @ @) [ e 0 0 0 @7 2 0 4 -
[@ 2 @ @ o @58 & 8 [0 ¢ 8 06 6 &5 0 @ >
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