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?atl), related_to(?x,?al)
- compromised(?al, 0.7)
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select ?attack (max(?cvss_score) as
?max_vul_cvss_score) where {

?attack exploits ?vulnerability .
?vulnerability has ?cvss_score .

}
group by ?attack
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Asset(?h1) & Vulnerability(?v) & hasVuln(?h1,?v)
& Attack(?a) & exploit(?a,?v) -
underAttack(?h1,?a);

jAJM ¢V.>L€.A Q)L@.ackwjaj.:ijl Juk.w\fﬁ) odels

Attack(?a) A Attacker(?b) A RunAttack(?b, ?a) A
motivation(?b, "political-gain™) A skill_level(?b,
"advanced") - attack_goal(?a, "destroy") A
attack_severity(?a, "high™);
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Asset(?al), Vulnerability(?v1), has_vul(?al, ?v1),
Attack(?atl), exploits(?atl, ?v1)
-> compromised(?al, 0.6)

Asset(?al), Attack(?atl), Alert(?x), indicates(?x,
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- data_source, xe X, value
- data_source, seDS, reliability
- data_source, deData, validity
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Data:  p(w1) = p1, p(w2) = pz,

p(w3) = p;3 pi=1

Mass function:

m(w;) = py, m(wz) = pz, m(w3) = p;
Jlam| slie Jold sl 1)l oo 0303 S S50 53 5
(W 5 01 M) Lamdd sl slael Sl & sl

N T e b slie il

Data: p(wy) = p1, p(wz) =p, Xpis1
Mass function: m(w;) = p;, m(w;) = p,,

m(Q) = 1—(p; +p2)
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Data: Bel(A) forsomeA < Q
Mass function: m(X) = Yajacx(—1)**IBel(A)
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my(a) = 0.4, my(b) =0.3, my(c)=0.2,
m;(d) =0.1
1 (‘j’ eb\bb)&h}lﬁvfc\)}’
mz(a) =0.2 ' mZ({as b}) =04 ’

m,(c) =0.1, m,(Q) =0.3
2 (’J"°5\5L’Jl¢u"(’)"c\j

m3(a) = 0.4 , mg(b) =0.2 ,
m;({c,d}) =0.2 , m3(Q) =0.2
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my,3(b) =0.224

my,3(c) =0.098

my,3(d) =0.032

my ,3({a, b}) = 0.057

my,3({c,d}) =0.019

my,3(2) =0.06

L S W P =TS ) (G B ow

b gl cahem T 5528 ny e pl e slacdl-

2ol S S 3, g ol SBG LS e

il b oS 55 5033 i 53 0dd &3 058 G il

el il S L S el o Te 5525 08 51 5L
5 plnil KL ol ST

Sheslenal boyslae cpl gl pdy JE1 5k Jas o

Jha| joslie 4y b ,islie (giub 5 Jlanl Olpe b Slles

.J}A;L;a Jﬂ"\“;
0.057 0.06
Py (@) =051 + — + T — 0553
0.057 0.06
Pbet(b) =0.224 + T + y = 0.267

P(AttackSourceCountry = America or England)
= 0553 +0.267 = 0.82

PLES § Zliiul ygige Silw odly IIG  .3-6

S Sl Sope nl G Gl Gl el sl
ol Olien wgad G s 8Ly slaesls 5 bl L
05y SN hg ld Oles G850 pl gt 00t
5okt B3l (plinel ol 5l (sl gazms Jol) szl
oslital b asl (g5l ooly o5 o A5 liaad slae,l S
el 0 plawil S Szl 5 05l (e w0l 0L
el Sbere 5 3T s o Ul el S S
S o el 15 05k L5 4 glaael gl Ol S

il ol eslanal 5 addse 95 3l (Gatew (g3lw esly o

5 b Ol L LIS UGl o5 owlready2 443 -
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S gr bl 315 i
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S Shoia a 03,51 oy 1

m;*(a) = a; * my(a) =0.8x0.4 =032
m;*(b) =0.8x03 =024
m;*(c) =0.8+0.2 =016
m;*(d) =0.8+0.1 =0.08
m"(2) =a; * mi(2) +(1—a;) =02

m,*(a) = a, * my(a) =09%02=0.18
m,*({a, b}) = 0.9 0.4 = 0.36

m,*(c) =0.9 0.1 =0.09

m,* (2) = a, * my(2) + (1 —a,) =037

my*(a) = az * mg(a) =0.7*0.4 =0.28
m3*(b) =0.7+02=014

m3*({c,d}) =07+02=0.14

ms3*(2) = az * m3(2) + (L —a3) =044

L. b rj.: L;Lheb‘: L JJ?L:.A ol BEB] (a_/.>- C\j: e
(’»‘-‘Sf (=L€«.>\ VJA L s ;,‘.;SJS odels )‘ oalaiul
k =1 — (my(a)mz(b) + m,(a)m;({c,d})
+m,({a, bPm;({c,d})

+my(c)mz(a) + my(c)ms (b))
= 0.8614

1
my3(a) = A * (my(a)yms(a) + my(a)ms;(Q)

+ m,({a, b})ms(a) + m,(Q)m;(a))
=(0.18+0.28 +0.18 * 0.44 + 0.36 * 0.28

0.37 + 0.28)/0.8614 =~

*+037+0.28)/0.8614 = raeia
=0.39

my3(b) = m,({a b})m3(b')(+ m,(2)ms(b) =012

m2,3({a| b}) = M =0.18

mya(c) = m,(c)m;({c, d}3<+ my()ms(Q) _ 006

m2‘3({c, d}) = w =0.06

mz’s(Q) = M =019

L1 s laesls plest sdel oy p ol alsl s
Of am 5 oS S el S oy b bl o 2 s
Dy fols 5 polie
my,3(a) =051
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with onto:
class Asset (Thing):
def compromised_value(self):
n = len(self.compromised)
if (n==0):
return 0
elif (n ==1):
return self.compromised[0]
else:

m1 = MassFunction( {'a":self.compromised[0],
'b':1- self.compromised[0]})

i=1;

while i <n:

m2 = MassFunction( {'a":self.compromised]i],
'b":1-self.compromised[i]})
m1 = ml.combine_conjunctive(m2)
i+=1
# end of while
return ml.bel('a")
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