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(f) General string (none of the abave) 5TR
4. Anything outside single/double quotes

(a) Hexadecimal value HEX

(b} Decimal value DEC

(c) Integer value INT

(d} IP address IPADDR
5 System objects

(a) System databases SYSDE

(b} System tables SYETBL

(¢) System table column EYBCOL
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(F} System stored procedure SYEPROC
[ User-defined objects

(a) User databases USRDB

(b} User tables USHTBL

(e) User table column USRCOL

(d} User-defined views USRVW

(e) User-defined stored procedures USRPROC

(f} User-defined functions USRFUNC
7. S0L keywords, Tunctions and reserved words To Uppercase
8. Any token/word not transformed so far

(8) Single alphabet CHR

(b} Alpha-numeric without space STR
9. Other symbols and special characters As per Table[]]
10. The entire query To Uppercase
11. Multiple spaces Single Space

g oRls 5 [NA] BLs 5 5, 0 Ly S

0 o e p 4 Sl LDV b a0 S
oSSl esliad b esls oL L3 Jboj b lagrs ez
o e ) Sl sl PCAY, ialas S
Ol FG35 iy 4 Seod (3 Sl Lo (o3lgniy 5y,

2 e 0303 ol B e e WOT el

Sedbl o g bl s e s G ol s (s S
Glaasls e np L oaS 5os0,s Kladasle
s Accuracy L Gini_Index Gain_Ratio Ll sledbl
Rl 5l eslial ate (O Sy s S5 GLIRYIEEY
ssbea LS L oslis 5 Co s Ges dle s gl L

e gileag

L oSl JLils s [YO] Sl 5 Ul s

calid Ol 5,555, 3ISQL Gy y O aselid sl
33 L;Jblim 3 Ulubs I8 s 05,8 eslanad e gm g o
o8 5 s 05,5 Jle i Jl o8 555 oo 4ot £ 8 55
Sz b il Gl sy Cald Ol e 002
(e yaseii 5 s shiens LOT.AEL o 0 i3 3 50l
bl 2 68 S 55 03 s Sl U3 L sz
el SOl IS ) b g el (goal
0l o 5o L5 Js s ol ol lls Lol
o a ¥ odsdr 3 s el Gl S 05,8 Jle e
sl le 5 olaalsy g glaand; 5 Slds 055 Jb
D s Sl e beoslgdy Bssss sl oo ;LA SQL

el ol eslaal Waesls (g3ladbe (gl 5 U uls

[Yo] Lol sl ST 03,5 Jlojs il g

Symbol Name Trarlsform|3ymbn] Name Transform
: Backtick Remove { Opening Parenthesis LFRN
I=or <> Not Equals  NEQ ) Closing Parenthesis RPRN
8 Logical AND AND {  Opening Brace LCER
Il Logical OR  OR } Closing Brace RCEBR
© Tilde TLDE [ Opening Bracket  LSQBR
! Exclaimation EXCLM | Closing Bracket RSQER
@ Attherate  ATR v Back Slash B3LSH
# Pound HASH : Colon CLN
§ Dollar DLLR H Semi-colon SMCLN
% Percent PRCNT " Double Quote pouT
* Caret XOR ' Bingle Quote sQUT
&t Ampersand  BITAND ¢ Less Than LT
| Pipeor Bar ~ BITOR » Creater Than GT
+  Asterisk STAR Comma CMMA
- Hyphen/Minus MINUS . Stop or Period DoT
+  Addition/Plus PLUS 7 (Juestion Mark Q8TN
= Equals EQ {  Forward Slash SLEH

6&;;-}04%,&9&&?}“]4 ¢L5JL.~IJL4J.’ (’L"J‘J'uﬁ

SR slie gaad o ghuad e ool L sole

4 Principal Component Analysis

89


https://ic4i-journal.ir/article-1-201-en.html

[ Downloaded from icdi-journal.ir on 2026-02-24 ]

Silwting ssbren (laojs Ol )s) slar S o, Sl
Rl 51 Ol5 e S 5 poss wied edeslizal oz, S ol
Gae Ol slaas dile sl K o, S sla el
ol B sl sska o b 5 Sedbl e g Ol
b ol eslaul 4 by e g 3l a8 eslin r.:;_)jfil
S 31 el gl dlie ol s .ol PCA ), S
@3 polie 4 by s e b olal als ) ks PCA
& s SIS & s bilg Sl S Lps Lo
Loy cupsl iledte el 5 558 0 gode ol

Py (ol Ko o2 S

Solgdy 9y 3

S aal (Gl At 53 03 S5 5,05e 4 ax 5
3 B1abs D el 5l clis 5l i ) slateas gl o8 s
5038 esliul b gz g e 035 b5 51z [YO] L
5 palas Koy S bl Sl slaves, o538 s
V.:J_)jfﬂéujubg 3 SQL 5,5 Ol e il divs
G a4 Sl iy 4 L il K
S Sl (S5 o S Sl eslinal b st 50 5051

S e 3 asld dlele S ol S 2
Oy Jslas S o, 800 5l e cnl 53 ples S )
Sl 15 (5 800 5 358 el s S o 55
03,5 aslinal slas Ko o 5 80 (g5l 5 shieny S5
25 Sle ol K S bl ol s !
ol Sl e 3V QLS B8 asts e Sl
s BB el 4 sl S on) S il e B
o Qoo sl Dl Wlole Wbl opl 4 sl
sl Bl 3 Plas facs s Ges Slas LSl

a)wl%dﬁ)w}i) NEIEY wkljiulj\bﬂ €l>u\lql.hgfj

9 Minimal Gain

L Minimal Leaf Size 0
L Apply Pruning L
1 Guess Subset Ratio 2

90

sl ﬁ)ﬂulﬁs; o3lizal LSQL 3,5 ol aiis (gile <

obu.l.dl QT)LS)))SJ)) Lsﬂ§6ijb§5;wg}<“>r:‘ijj'<n
sl 1 Sy il S5 K, 01520 PCA o, S

¥ :
Normal Query Log Feature Anomaly Model Update
Collection Extraction Detection

0

3 | | TrainingPhase |
SLlegs | il ‘
' Query Parser |1 | et | DATABASE
‘ : eighted ||
Randorn Forest || T

[ S— Pased  |1| | —
Role Query Logs | | Leaming Quey
Designation B et J

Feawe | No

lsionfee Blader_ || Tiaied Model [T,
Queries ] ;
- ! i
Exracted | 1 ! Yes
Roles Featwes  |!

”.::.:‘:::::4.:: ! ! Response
o PCA Feature H | Engine
New Query and | Selector ||| K Trained Model il

| DetectonPhase

Corresponding Role T ‘@d
....... Traiing srase Seeced 1| ||| Anomay | a%fi o
Featwes | | Detection |
*Deleclonphese A G i | Mam toDBA

S o, s e 0010 oS0l 3485 LS a5 lora 11 JSC0
[Va] olws
ol ol sddesls il 1SS 5s 5 Sie g, (olens

Sy Ol Rl G esls oSl L3 8 s ol ek
sddantle la Ll L aS ola ST 5 565 S sl (ool
ol Gl n s o ghudid dex Ol g 3L anill Sl
220365 51 gale LS slaggsass (Jsl e L3 S
g e atle BB s colize b Ll cm@j@#
" S S (el) kS b 5l e ss e s
s3ds siludslan Iy s S5y opl 5058 gl 1 Ly s
L a S5s sl PCA 25 58Ul 51 oslital b s i3 S 0
S S eslinad b AT Al e s 5 esls talS
el Jbogl jaseds | hua |y oleddls slas
Aok SO sl ki el Jol eosls e oLl 53 B8 salgniy

SWRF

5 Number of Trees
7 Criterion

8 Maximal Depth

9
2
J

S 5 Akl

J


https://ic4i-journal.ir/article-1-201-en.html

[ Downloaded from icdi-journal.ir on 2026-02-24 ]

s

Bokisls o i adle 1

S ) S e S e e 2
15v.é:La3

160mdﬁ5}ﬁu\ﬁ 4\1.‘3./: 3

.QM‘QMMJJ‘SJLMJ_})LASLSMZ‘J&Z))

¢——— RandomForet

DataPreprocear

Enzine Output Parameters Output

Tt optimal

ol b olere 2 IS
oSSl sl g5 5l (sl seme ol (53555 (s ) 53
el ea 0Lz 53 olas, S, D sea &S Al e el
T Pt e e sl sadse 2l slas, S,
S edd Jlop bgrgpn (Al te e e 53 LS
il DLy JSE L ey Jols Jol s
2o s adle 4l ead b slasr s e
Blep ool Sl i b o sl [ o 55|
Myl 5 4 (655 0 eSS 5 e S5 S Bl
S eslinal b el S o, S (sla el

a5 gazen 3l g 2 S 3 b e A8 o0 S S

! Random Forest Based Analyzer
! Manager and Controller 8

sl el by oz s S5l sl Bob s oSl
ol &S el - 8,000,000 25 LB la el oV
S OV sldws o, (r.la.;_ 25 BB V- slaw) s
L el Sl oS a SVl sl el sl sl
Number of Trees = Y+

Criterion = &

Maximal Depth = «

Minimal Gain =)

Minimal Leaf Size = V-

Apply Pruning = ¥

Guess Subset Ratio =Y

Voting Strategy =Y
parallel execution =¥

Yeae X O X Yo X Ye X Yo XYXYXY XY= Averven
eslinal hslas K o, S5 eS pladde ST s b
Lo P A0 Soron L ull (pl & il a ste iles S
VI .Ju'\oumz;: e by bt 5 e O sen
Slatps Syt 1 b bl ol a8 )l b ool
S S 358 el (e & Go s 4 oS (225
Al azils |
S eslial ceddail)) gla bl gilaag sl
S5 S s S sl 1) K83 oSl 1 oz, S
b loane Jlow Jo g S5e sba i, 51 S8 Olsen
o s 3 el sl bis S5 (g it sl2d b Lilws
(ke S p—%uﬁ Sla el s (6l S5 (L8
b sl ol s sl 1 slanm; S b & o
St Sy St slad b ot 8 5 S filwe
035,58 JSie Ol Lbslaar s e w0 Lk b o 1S
OF slwesly BB ctas o (2alS e ) o sladug
o i o ok Sladls, 4 3L 5 s 0ol
ol 3o cpl el ool add 3o ¥ 51 JSCite 0 slgiy s,

1 Voting Strategy s
! Data Preprocessor 4

91


https://ic4i-journal.ir/article-1-201-en.html

[ Downloaded from icdi-journal.ir on 2026-02-24 ]

Oy Comar Sl ps3s0s S 55 Sl .3
Al
5 A sk S 5 Ses gl 1 4
Alas glrl il i 035 bgs o0 5305
O35 (Sals ml ale 6
wsbt bos ey T
b Gl 2y s il bys S1 e
Rl oy e 5 e e
R

35 2
N/ N o A
Coma o 4o ol ]
D D pw TN
o s daaly m
~ -
i {L}‘;}‘ O (v ‘
o ‘ \
( au\\ — N 4
\. _____,/ ( \_)U" \<:| <" J°r-‘ wirt \\) ( 3
NN S oz Slae ‘
0
v
Z} s Y
[ a o
\
— s
5\ /

S S Sl 513 IS

Ll S5 oS by gldies o >

o6 NEUS opd Ao s Sl ls 5 Sl
by e Ses oS Shes bl ol (Kol
Ly a3 oosd oSl aalls

A;sw‘ DJA:‘\S?.-‘JJ:::
S)IEAS 04 N, YLE

ot b s bl 55, oSl (sl K35 20550
Sl sy 303 S5 5 La0T el uS IS L s 8 s

92

sl r%»fﬂ)‘ =S 5 ealizal LSQL 5,5 el il (g3l aug

sl 5B s edienS Sl s ell o sy e gesls

'J%.L“Jd‘ub“:‘“)é)))} QJ}.’ML:JUJ;

0 i3l st allge Vo8
ML a4 by e slagr sy S8LLs A3l adds
sl 5l e Lol ) sledley fes plosil 5 o3l
Solwesly s &y s0a SQL 555 des slajls 5 oS
Jis 0L K G ahes slajls Ol ST s e
s bl il 4 SVl aiS 5 Lo plosil 3 50
SRS sl s 02 o Dlads 5l S
53 a8 Wb e [YO] Ll 5 BLLLs LIS sl conlselL
Jos DLSs S8 1) eals ol (s oo OF b
3 P Glashls 05,5 Jliegmd 4 ) sl 53 AS
oalitals s 5o glaandy 5 DLlS 03 S b o 4y ¥ J sk o
5ol O ) 5l Gda el el L3l SQL sl jle s
A3l o Jde (6 S5L s gl Al e (sl il (63555
Sl S 02, S p i Rl Yot
o S 3l 18 Golene b adlfe o S o el

4 goma i3l aily al e ol il OF Sl 550
303 edge Iy Lol (sduates Cylgins 5 ool

3 g Sl bl e olal R o2, S o
@ Odeny (Gl 10l Caal S Sl p—%)jﬁ\ ol Sas
e 6l S5 il o SIS elie 3 Suta
ol e S eslinad dalar S, S sle el
$lab Ol s pea dlivs slal plad (2ils B s L r-:i)}—ﬁ‘
S AS o 3w e ol R Ce 0 1 3 95 (Gt
2 S ol VL DS sl pamie S
3 IS s oS boles spde S5 5 LS his e
el 5 S5ty S a5 5 e 0 kalie

sl Comer M5 L

Lﬁ:«%u @L? dslee .2

L Analyzer 7

; \;.MAJ&/,. - \50.1\.& Z\.ALL—LD

9
2
J

=S f,uu

J

1400 Jle G sl ¢ty Jlo


https://ic4i-journal.ir/article-1-201-en.html

[ Downloaded from icdi-journal.ir on 2026-02-24 ]

S s T ol del

9
2
J

JA.ULA

9
7

J

1400 L.

s

oS 31 il 53 S Sl g 5 S Slas
St gles S w3t QB L5 Dlgea Sy £
#3353 A el Gl Sy 7 Sl eslanal g e
ol 1 Wy Olsea 00d bl Lol (gmar )
W Lap 5505 ,5 51 S a gy F o oS 5o S350
o) (Rosls i (plal ) (R s Ol
O T W T e Rt ARWER ]
ool w3l zi B Saols o Jlie pgisms S
S 5 el i G e M sl R S
ozl A3L 50S 55505 S (Samld b Jlkie ax

el 5SSy Jod M5 sl A o)
s b ol Do e Do) o oluesly o5t
Sl Jlail aiges S a (Sl wli slis o

R N P S R TSP T

Fitness(chromosome X)

Probability = Y Jge

Sum Fitness (All chromosome)

Voale besises S OVl assaze oSl @ a5 L
S0 2 besises,S Sl Jlaiml (e o8 5 ol
sde S el s 5 s o SN 631yl G
Slosl ya 53 sde b S e M) B ol
Pl 0Bl 5058 OF im0 3
Slapssses S e S 5l S gl s o8 s
fioad 5 s S eslinad ol Sasu ool 5l 3 o
Ao bed 4 e e Ok L 8 e Sl e

S e Jame

S 5 Fhas £,7.8

2 Tree Encoding !
Fitness function

Pinl M8t e BBl oSS
2 s 5,88

5 S sl g g MSUS Sl lgnin s 5o
S s 05 s vﬂ;,gg’ A3 05 S dalae | el e
S e W5 e S S S

ST b oYY

e Lol o e JLs 4 diess glad s a5 S
03 S i Ol O35 el ke | ol Ll
b s el L cpl S ol (S5 o) S
5 Besises S (Sl mb (o355 2l p02 el
Sl 1015 o Al o e 285 Olgs (b r >
2l Sua oS 38 eslinal (Saold b Ol gea due 233
(e 35 il o (Saagld w035 iy oS85 o2, S|
Gl Jhe by guna & plas, S, sl fol-
TP) L5 S sltad oo (TP + TN) elesls ails
Y Jse s sleslatal Ll Je 35,050 e (+ TN+ FP +FN

3 g g Al

TP+TN

Accuracy = Gy

V Jse s

oz b paises S Vi o glad Sl s
(Bl Glaessges S ol & @S e S ol
21 Sl b s dins o LSS | ) Cone
Ol 5 S oo 1l sl Comar SlapsssesS S5
2 G o853 503 S s ) p 555058 a Sl
Jos Sl s Olseas | p 55058 53 (ol 16l

S e P e 5 oSS

Sl gl TYE

Srld Ol tsloms 51 ey A xS S sb0les

Sl Wl Slypea 1y pais00,5 53 Ll bpsises S

! Binary Encoding 8
! Permutation Encoding 9
2 Valu Encoding 0

93


https://ic4i-journal.ir/article-1-201-en.html

[ Downloaded from icdi-journal.ir on 2026-02-24 ]

Jos Sl slased d-A IS8 5s S ks 0 il

S e edalla | e

|F1|F1|I"~l1.-

|F\|F1-F5|M:-Fw|M~|Fn|

o e 3 gl sas 14 S

Fs|M:|F1|Fw|M~|F||

(._-w{n il bos Y8
s |l Sl 0 S e ar s e Sl
G ged Olgear oS ool Ol on ilie (glaosed 515l
Y b os SIbssd (Ve Se) N 2oy s 1l
Olsoas 1y 3,55 i S50 b 1o (Jud 00 Be) Jo
Ol b e s Ghagsy onl 5228 s Al b s
biidde S35 oo 8 Vb e 5 S 10
Sl s 00 b s S1aS (xS 1 on K0 sl

olas S o, Al 5 e dbo
Jiss 3ils e bslas o o, S sl bl oo 51 dm
s nl 53 s Bolar K, S 2l
s Ol 53 51 (514 e uld oS sl (K o, S
0 S5 o8 B 5 o s gl el el
Calgns L pl oS a0 Sl Gl e K S
358 AR (e 33 s Al F 5 Rl 4 s
Py

eSS J xS 9 g YL
Ji.uml:eliil.;SJLMML;)LQMJ(:FA.&J}:):
S S ol (2o le 4l l 53 o)ls 13 ST 1S
3ok nlo Laole s sl 5 S slis Sy ke da el
LS o o laadl 3o b DL (65130 b 8 (6 5

ﬁ)ﬂ‘ 4.4».:[;- jafij ;§.\M..:/" ”L.:J CU )‘J\:LA ijm ra.z.m.c W

94

o sla (,.:.._))f.ﬂj =S 5 ealizal LSQL 5,5 el il (g3l aug

eSS a8 Wy psisesS 5 Sledbl Shee ol
53 @Bl AS e WS Adr paises S i S Lo
S L besssas S Sl pbagise (oS5 Jes O~
O3B S 35d 0 Sol padpn cnl Kpd o g0
Sl Ll andls ol pen 55 pllly Shoosas Sl S S
Gda g Cobe addls cpllly 5l S alie Gds 5 b
S dal ol e il Lar L35 Ay S5 Sles
5750 5 0d ez QLIS 3 53 5 9 0 93 2 52 Dl pas”
S on Ml S5 Ses S W5 s
AL G eSSy labadine (glakeds

S5 g sl laal SO s B sla s Ole o
S5 Sk s Mk b e 4 S G 5eS
SO BS 5 Sl 0 (S55 655 bl o5y
2S5 s ol s es 4 3L e glabiier 5 ldlat
U osyls e Sl Lyl oS lasl o lacaes
g b opl ply gl (ol slael sl S e aes
23S ol | labaiinir Slas b calies sl

S Ses 078

oS 38 85 5 S s e Ses by o S
Coge ok L e Al e o g s S
Sl (gt & S35 S g cnl 53 s 565
S Sl 5l K55 ('-::’.J}Q‘ 03 A el L ol
Jlaz=t L 0T 05 el 55 & ke Cmam 2 5
Gl o\ Pruation i Jlei! ol o igr D i
K5 skl V-:-ijjf-” 05 35d o Hend )8 ug &S
= & Pumutation = 0.01 Joo « S 58l eyl ol Hliie
by S G5, 55 058 0w S LA s Pmutation = 0.001
alas (5 5Mie 5 4l sl sy 4 oS 5 Shes
ool e cpl STl o olast] 05w ) 50 o

):":':‘. Jfl J J‘JL.’.‘_;“ g:'-é-" 03 ‘Jvib, fws PMutation j‘ ol osls

*Presumption Mutation - P_

5 W AJa/_ - .Q.l\.;‘ ;.ALL._’LD«

9
2

f,uu

9
<

\:.li

J


https://ic4i-journal.ir/article-1-201-en.html

[ Downloaded from icdi-journal.ir on 2026-02-24 ]

_
S

1400 &

s

S5 oen I 2 g sammess el 5 b sl s e b

S M5 S0 ade

Laosls ae gosmes (s5lwdbe i g 2515 5 i
s o 1 e ol 4 o 3 13
e 5 BLLLs s bl 1) enls as gazs o ddaig
Jﬁ.iquﬁjuﬂﬁwm)gdll{é\})b.ﬁaﬁdb}ﬁﬂ
P o B e B pl S B L 0L
g;wﬁﬁ)ﬂ‘@sjwﬂdemesbww);

.JJJYL\)

bl 5 bl
S sl S esled LB ileesly L3
Sl el 5l 2 ol K o) Sl sy S5
i S Sl ol el bl sl S Sl
e 5038 e |y dits Fage S5 02 S sle el
los S Ll (o3 e Sl 15 S gl el
L aasls bod I ¥ s ceddesls 0L aalsl 3 oS ol
B R W I K R PRGN e
Gl il 4zl (63 sug Joud Y jlm_ui;w_.ucu £

K55 (o8 3 il b s e 2 J g

: o3 Sl

Js 1000 jstos A5 93/56 | 7m:15s

J20 51 o (Sosls b 35 pie | 90/83 | 2m:16s

Jo350 51 oy (Sals 6 55 pe | 92/74 | 3m:28s

il b 0 S enai odd b Ol s 5 SEsw a5 L

0r s Sals &b S el Sy 2 ) K p»"w)i“
-p—:)‘K-z i

RS Rt URE LN S

oY oS 5,8 o el IS Lo b il e 6 oS53

s e Al Ol ol

= 4
0813 4e gosxe
o skl e el 0ls aspems Siepl 4 gL
Iy 031> 4 gazen a5 A5 ol e ‘v.iz_).(; Iy golgi
Sl ol sl Gl Gl oS A5 Oles
ek Soso 5 (5 SQL Gy sl e
L s w8 S8 A3l A0S 5 SQL Map Jis s,
o lajls s @il s 5l 5 Cledas 5 US4 axl s
il 5 IS ol S Al i3l 5 ol 1, QL G5
Sye Lo aslsl '('“Jﬁlﬁ s 4 adam Hls o You slaws
G aJu.iBa)L.i':\ e 6‘-“)‘%—’ UJ"‘ )‘
1- [RANDNUM] = [RANDNUM]
2- NOT (RANDNUM]=[RANDNUM]
3- ELT([IRANDNUMJ=[RANDNUM],
[ORIGVALUE])

4- RLIKE SLEEP([SLEEPTIME])
5- SLEEP([SLEEPTIME])

by gy mn M5
Silwesly S hm S dby gl W sk
Lile IS SldS 0als b S 55 adsl S gl 5 o228
SISl 5l 45 i o5 5 TSQL QUERY SQL
Lo Dldos lyme Obe 515 008 My 1) 0oy S
S gl 4 ol Sole o Sl eslinal b el
Spa dslas il Sl bl WOl s 5 e e

S a8 USSR Jb s s

o b s M5
bW e K S e s en Dlp 4
ﬁ;; 4.¢s Where Clause cwad slyls Jbo b sla s 5 o 5

2 open source 4

95


https://ic4i-journal.ir/article-1-201-en.html

[ Downloaded from icdi-journal.ir on 2026-02-24 ]

Accyracy Lol s el ST as STocal ails (s e
Oleyde bal 3 5ls (algin 9y 5 0 5l 0lid s 6 sRecall
e el iy 1hi1om s ol i )~
P At S el b, S (sl ) ri 3hi2m 5[]
Cog Sl bl @22 Sl ey oS ol S5 sV LIS b
e Ol ) kel K S s sl
Sl sl Je 11 S5 w0 S g gla bl
23 e S Ll 2354 16mMi21s (gl 2l Ol L (S
WS35 sl boeslgtig )
35 ol U 50L& s jasiie ang o bl
e 0313 oL 358 asiiS w555 Sileag 0l
R P N L P E PP PR NI Y LS PPN I
S S D] s 4 o oty e
Ao A bugie jsba oS ol g Gla il b ol
V) s 5 eddesls 35 V4] Liss 4 s jashis s
sla bl b slas S o, S ) 4 S L3
- ialesT 530N 5 su= LAV 515 il e Lol 35 g

r_iéjs \"l':'i K;“NJLA

(References) x>y .5

[\] https://www.statista.com
[¥] https://www.owasp.org
[*] Umar, Kabir, Abu Bakar Sultan, Hazura Zulzalil,

Novia Admodisastro, and Mohd Taufik Abdullah.
"Formulation of SQL Injection Vulnerability
Detection as Grammar Reachability Problem.”
In ¥+\A International Conference on Information and

96

o sla (,.:.._))f.ﬂj =S 5 ealizal LSQL 5,5 el il (g3l aug

K55 @28 s QLS b e 13 gk

Sl g - <8 ol
DO R 98/60 | 14m:48s
e Er S 98/60 | 12m:56s

&j)éﬁQu)omg)w\gL&cjs&g\ngp
.r;_JJS oslazal & A o @U 3lased o LK:A.MJ‘J:('.S
Ji:&.r;w)ﬁ\d_bﬁl)&ﬁj&)ﬁ\u\sl)s‘ﬁsﬁmﬁ
5 oS Il e sbasbl e sk Gila
odd osly sl we sl bl Olgear o5 sla el

]

Eandom Forest.number of trees = 21

Random Forest.criterion = accuracy

Random Forest.maximal depth = 18

Random Forest.minimal gain = 40.0

Random Forest.minimal leaf size = 22

Random Forest.apply pruning = false

Random Forest.guess_subset_ratio = true
Random Forest.voting strategy = confidence wote
Random Forest.enable parallel execution = true

gL tsthu|)H J|AAA:5 “P;J
)Jr.:.i)ﬂlélﬂ-lj[\‘\] Alie U1y oolgly gy caalsl s

'Vﬁs\bﬂﬂji ¢W%Ub 9 ] ))}A\) gﬁbJéL;%i Q;Jb»

sy ple b golgiy Sy, amlas 4 Jyas

e e accuracy | precision Recall f_measure Time

L s, I

=5 a7 | o066 | 62/75 | 76/99 | m:lzs

sle bl

PR

ey 1h:22m:

o4l | 90/30 | 97/59 | 72/70 | 83/25 20
[29] °
23 3h:10m:

) 98/32 | 97/75 | 99/77 | 98/75
ol 18s

s S 55 S bl 015 e ol 5 b ko 5l ]
S oremen 5 [V4] os edaail)l i) 4 o oleiy
Db e 53 (B 5k sl el b sl (S 5 Sl
Precision Lxs 5 Ll ol F-measure ; Recall Accyracy

s bas 5 5 sl bl b ol (Ko oy S s

5 W AJa/_ - .Q.l\.;‘ ;.ALL._’LD«

9
2

f,uu

9
<

\:.li

J


https://ic4i-journal.ir/article-1-201-en.html

[ Downloaded from icdi-journal.ir on 2026-02-24 ]

_
S

1400 L,

[13]

[14]

[15]

[17]

(18]

[19]

[20]

[21]

N. Shone, T. Nguyen Ngoc, V. Dinh Phai, Q. Shi, “A

Deep Learning Approach to Network Intrusion
Detection”, TRANSACTIONS ON EMERGING
TOPICS IN COMPUTATIONAL INTELLIGENCE,
VOL. ¥, NO. \, FEBRUARY, IEEE ¥:\A.

Tang, TA, Mhamdi, L, McLernon, D et al, “Deep

Learning Approach for Network Intrusion Detection
in Software Defined Networking”, International
Conference on Wireless Networks and Mobile
Communications (WINCOM), Fez, Morocco. IEEE,
Yo,

Bockermann, Christian, Martin Apel, and Michael

Meier. ""Learning sqgl for database intrusion detection
using context-sensitive modelling." In International
Conference on Detection of Intrusions and Malware,
and Vulnerability Assessment, pp. 141-205. Springer,

Berlin, Heidelberg, ¥+ 4.
Resende, Paulo Angelo Alves, and André Costa

Drummond. "A survey of random forest based
methods for intrusion detection systems."" ACM
Computing Surveys (CSUR) o\, no. ¥ (Y+\A): ¢A.

Vorobeva, Alisa A. "Influence of features

discretization on accuracy of random forest classifier
for web user identification." In y.\v v.th Conference

of Open Innovations Association (FRUCT), pp. £4A-
504. IEEE, v+ \v.
Farnaaz, Nabila, and M. A. Jabbar. ""Random forest

modeling  for network intrusion  detection
system.” Procedia Computer Science A4 (Y+\1): Yiv-

217.
Ronao, Charissa Ann, and Sung-Bae Cho. "Mining

SQL queries to detect anomalous database access
using random forest and PCA." In International
Conference on Industrial, Engineering and Other
Applications of Applied Intelligent Systems, pp. Vo\-

160. Springer, Cham, v+\o.

Ronao, Charissa Ann, and Sung-Bae Cho.

"Anomalous query access detection in RBAC-
administered databases with random forest and

PCA." Information Sciences ¥4 (Y+11): Y¥A-250.
Aung, Yi Yi, and Myat Myat Min. ""An analysis of

random forest algorithm based network intrusion
detection system.” Invy.\v \Ath IEEE/ACIS

International Conference on Software Engineering,
Avrtificial Intelligence, Networking and
Parallel/Distributed Computing (SNPD), pp. Vvv-132.

IEEE, ¥+ \v.

[¢]

5]

(6]

(]

(8]

[

[10]

[11]

[12]

Communication Technology for the Muslim World
(ICT<M), pp. \va-184. IEEE, Y+\A.
Berk, Arslan, Rustam Olexandrovich Gamzayev,

Ertugrul Karaguha, and Mykola Vyacheslavovich
Tkachuk. "Algorithms and software solutions for
SQL injection vulnerability testing in web
applications.” Bichnk HauioHaJbHOr0 TEeXHIYHOro
yuiBepcurery «XIII». Cepis: CucremHmii aHaiis,
ynpasiiHHs Ta iHGopManiiiHi TeXHOJOTIT YY (Y+\A): ¥-
10.

El Hayat,

Soumiya Ain. "Intrusion Detection

Systems: To an Optimal Hybrid Intrusion Detection
System.” InSmart Data and Computational
Intelligence: Proceedings of the International
Conference on Advanced Information Technology,
Services and Systems (AITYS-1A) Held on October \v-

\A, Y+\A in Mohammedia, p. YAt. Springer, Y\,
S. Khanna, and A. Verma, "Classification of SQL

Injection Attacks Using Fuzzy Tainting", Progress in
Intelligent Computing Techniques: Theory, Practice,
and Applications. Springer, pp. £1¢-469, Y+\A.

S. Steiner, D.Leon, and J. Alves-Foss, "A Structured

Analysis of SQL Injection Runtime Mitigation
Techniques™, Proceedings of the o.th Hawaii

International Conference on System Sciences, Y+\v.
Liu, Guozhen. "SQL Injection Behavior Mining

Based Deep Learning.” In Advanced Data Mining
and Applications: ‘sth International Conference,

ADMA ¥:\A, Nanjing, China, November \\—\A, Y+\A,
Proceedings, vol. \\v¥yy, p. ¢s6. Springer, Y+\A.
Dewa, Zibusiso, and Leandros A. Maglaras. ""Data

mining and intrusion  detection  systems."
International Journal of Advanced Computer Science
and Applications v,y (Y+\1): y-71.

M. Belhor, F Jemili, “Intrusion Detection Based on
Genetic Fuzzy Classification System”, ava-1-5090-
4320-0/\1, IEEE Y.

S. Duquea, D. M. N. b. Omar, “Using Data Mining

Algorithms for Developing a Model for Intrusion
Detection System (IDS)”, Conference Organized by
Missouri University of Science and Technology, San
Jose, CA IEEE Y+)o.

S. E. Benaicha, L. Saoudi, S. E. B. Guermeche, O.

Lounis, “Intrusion Detection System Using Genetic
Algorithm”, Science and Information Conference
August vv-29, London, UK IEEE Y+\s.

97


https://ic4i-journal.ir/article-1-201-en.html

[ Downloaded from icdi-journal.ir on 2026-02-24 ]

[25] Kar, Debabrata, Suvasini Panigrahi, and Srikanth

Sundararajan. ""SQLIDDS: SQL injection detection
using query transformation and document
similarity.”  In International  Conference on
Distributed Computing and Internet Technology, pp.
¥vv-390. Springer, Cham, Y+\o.

4l Qlﬂli ¢ "dl'"" 6\.& AS...S )‘ a:u.'..»“f ‘..>L€.7 u.d._ét.:.?" X r ;w‘ [\'-\]

98

1382  7-19 iy i gnimo o313 (ki) wlid S

o sla (,.:.._))f.ﬂj =S 5 ealizal LSQL 5,5 el il (g3l aug

[22] Sukumar, JV Anand, I. Pranav, M. M. Neetish, and

[23]

[24]

Jayasree Narayanan. "Network Intrusion Detection
Using Improved Genetic k-means Algorithm.™ In v+\A

International Conference on Advances in Computing,
Communications and Informatics (ICACCI), pp.
v£41-2446. IEEE, Y+\A.

Hanmanthu, B. B. Raghu Ram, and P. Niranjan.

"SQL Injection Attack prevention based on decision
tree classification.” Invy+«\o IEEE ath International

Conference on Intelligent Systems and Control
(ISCO), pp. \-5. IEEE, ¥+ \e.

Sahasrabuddhe, Atmaja, Sonali Naikade, Akshaya

Ramaswamy, Burhan Sadliwala, and Pravin Futane.
"Survey on intrusion detection system using data
mining techniques.” Int Res J Eng Technol ¢, no. o

(Y+V): YVAL-4,

E ’.w.-’& Ja‘/._v - JK}.L-(’ A.AL.L«L"«

9
2

JA.\JLA

9
<

\:.li

J

1400 Jlg < sled ¢ oy Jlo o


https://ic4i-journal.ir/article-1-201-en.html
http://www.tcpdf.org

