[ Downloaded from icdi-journal.ir on 2025-12-05 ]

1401J% ‘“i..' -:Jl.a..ﬁ T..f..ﬁ Jl 4J}:fjgé.ﬁbjjﬂjj —‘;&LGML'-LAJ'

S 39— gl S i (sbuobo| CliB (U5 81 g

la;/jjgr« dol>

1401/05/10 : 5 udy gu )b 1401/02/18 sl s b

ol

ol gl i b (S sladul b s st 0T 3 oS s (S5 sladinT b 5 (s mb sliab 5l oS 5 (S mle slapiam

sl s 53 batam (pl o5 ol Clagtonm 2D 350 5 @ pdiblanil I3 (G s @ sl o 35 5l Bda s e Sy e
Lz sy ol 3 e oS ol osls L3 Gl Sl bl 5 e 3 1 baptee ool S03 Gk 5t ol ol S 2 Sl
Sl s Oliabl S B U5l 5 (s3ledie gl oo, e pl 53 vzl (S35 58 sl bapmin (ol Oliabl Gl 5 Cotal oty b
olal ! u,ﬁjfj]m)zbij) ol o @ sy dloz 5 358 3 orlge LB, iy pl so i el L)zl SO 5 5o St bl
Sy ez 5leslanad L Oldl < LB &S ool ol e (g5lude 358 asis glas ol 5 458l slaadd e sleslanad wile olos

dl odd sl OLES (elgiig oy s pds S J\i»&ﬁib_l.@i.@\ ol ol (s ol B 0L Sl

oS bl Oleedl bl col (S Gl pi g AdS 03

hsepehrzadeh@tvu.ac.ir (Lol «)g oo duged 00Szils) olpl ()ly05 «slad,> 5 (28 olKiils « JourolS swiige 09,5 \


https://ic4i-journal.ir/article-1-302-fa.html

[ Downloaded from icdi-journal.ir on 2025-12-05 ]

ARl plagh m ele Ll

<,
=0

1401k S ol ¢ it L o

5 il 6 0L il e Sl Laesls (S50 5 23
.;)l;uwdﬂ\c;wbﬁw
S S sl Sle plmil b ol (S 2 le S
S slaetily= e T S LS alam 5 (D0S) 8 s
ol 2 Skas oo 5 5y s J S SIS
J147 das 13 G | baolSas
JS sk a4 0lizale 4 a5 b (S ale (slapton
e ¥ s = 1 58l - s g
u_g\ﬁgﬁio;bc)@v;m:.ﬂ WJsl azw 3 53 [19] s s
53y il ol a5 a8 Slwld |y eyl Sl Kl
b el sial g 3 Gead DIl 4 el 550 A
bbb Sy 5 G b IS

03 ke s a5 ol 5 gladle Uas ool b T

S

‘MJ&C&W Bl GG s a2 5 3 SIS pgs s
S5 Gl See d= Bl e el (6050
Son RS e Ll BL Sl ol S
S o 1B s ol 5o Ll

Olaebl eoble Lol s sledde sl 15 o5, dlie
T L DL G B P
el GBS 5le anh (lae pi )y oie o dd Al gy A8 o
Ll bl ke 4 bptcw pl &8 ol sl (58
Wl Slhged A & Olermles g il s Slaslte
SAsl s e 5380 slaadlge 5 358 LasetS v
o 5l Lo

Sy o S ks gl oledie i, S wll e
d}ﬂbg&ﬁ\@%@ﬁ)ébbl@.bﬂijbw
s Sl 5 4533 (claadl 3o ke Glablte Ll
34

Olaabl bl r oo slanll (& 2 R
i Jlazmt 358 Jlozml aler 51 S bl slapins

¢ Denial of Service

" Integrity
8 fail - safe
9 fail — operational

dodio .1

Slapiogw 3 (ICT) Sbliyl 5 SleMbl 555k 35,5
-l Lgl.aw )24,0 Coxer il 4 e gxs
laoliws 5 bapile cd 3 [1].5 55 0 (CPS) 3 53
Lot foate pa 40 Crs 55 S L anels S Ol o
s el ol ol ol e Dl 5 s Sl 2D
Ol Gda a5 ol o glasll, Gl e Cxino
N5 b St (Sl S et b Dleaal S
2085 ol 5 JmS (Bilen b Son oSS
155502 S1T el 53, 5k slaadls Sl eslizal b o
IS 5 BT 2 gt ) A pad ool s o
NG

S e Slagt sins LS5 ol 4o
wib s s Ko [3] ten oS s 5 LaodiSJ 28 o Ko
2l b lis b (S5 laedsy 5l 2 (S eIl
el Slalme gl Jstes Lo diSU 28 Ll edge
o S5 slay e Jlsl 5 b S 51 5L Sledbl
S Bl Shpes o LS i LS e
[4] 45 o Jlasl (S5 g 2 15 LaodiSJ 28

3B s Jem Glaprens 53 (Sl bt
Gl e sbantonn {6 5] diad pn G St (5 5
bt oo {11 5107 e g0 W55 9 58 577 2l
ool (63,058 Slaey = s 4. L5 e o [12] s
I 055 o LOTP0keabl bl 5 ol s oy
NG I W Ji.x,; ot 55

St kol il (0 Sl DU 5 Lol
M13] wps dsle Kz p Sope & Ll Sl
Lo i8S 28 Jaw 5 il 55 o s K Lacs 5 0 gy (slaesls

g_)'f.\fL“ 4.\.4‘):5)\} a)u:.»‘ 5)‘}4‘@4"“:‘"‘-’[-‘) e 6‘JJ

2 Industry 4.0

3 Cyber-Physical Systems
4 Feadback loops

® Reliability

17


https://ic4i-journal.ir/article-1-302-fa.html

[ Downloaded from icdi-journal.ir on 2025-12-05 ]

St b gt Olaabl LB L5 0 25

Gl L 3 el o i o 2Tl eeaSJ xS [16]

uwl-w‘Oiﬁbwtﬁ‘-}ﬁﬁwjﬁdaw@ldsjjj

O whe/

O WefFCECNICE
S b slagier 31 o181 1 S

@D b

Sheslial b (Supdm mle e S e DI

O B R O S JOPIEGEL
e e baptos ol 53 oge Sl (sls e Slg 5 5.[15]
oy oS Lz ¥ ) mS ola e 5 Boas g Seslul
S5 I 5 b Ss (oSl sdues0li
Gt 5 L ey Candy Jle gl dnen oS =S
gl slie 4 ks A gla el 1 olad el
g o S i) 5> (So5 e 0 e (D (gl e
Osls G5 ol 2 b glonss ssb a dy L peas cnl s S
s3le 5laie [15] 1S Lo Jle)) LaodisS U 28 w0 osliss,
b bodiSJ 8 ol b ot pms s J 28 ine S
5 edkd Sl e Sl da S slaesls il s
LS o sl a5 5y g0 S it (6l |y ok pend Ik
S Konyp ok s alals w1y Sldie pl S o e
@ ar g Ll pl anle 5l e gl es 4 1
Sl sasie aibs S elowil sl 0 Gb S S
“r Jll e Some 1 Gl b 5 035 (5,8 poenss ok
ol ead il Oy S wulg 5 Ll

ssb 4 S8 dils ol aiS e dlesl S beelSans

14 Control variable
15 Image
16 Set-point

18

sl ol Bsi el Sl ol e Lasls Jla
e el e (K5l o b 5 358 5 alax

L S mble Glagtnn Olabl B SLs,l @
Ol plol o ed3al)l sladite 3 s, 51 6504
(A B0l (il 5 e S g s

Soas 03p 6008 Sl ke 4 e SO L1 e
Lola bl g alom il gla sl oy b ol
(il s slie

S 2 G ol 5 e e e alsl ksl
By sl oLl s sledde Gl 1 RS e slalls
Jhe 3 i kS oo ) (S mler Glapions Oluabl
Loodd i S k5 5 ols SLlbl 5 Slwd i (at
sl s bedte Gl 63 s B i LS e Lo s
el 03 St b lagters Oleabl LB
sk Jle G Wbl 4 D i S e slgdn 1) il
Calg Lo s 2l e ol Sus G adks 28 edalis
LS o o g |y e s B
4l ol .2

Sl et 122

sesbe S adle a5l (St b e e
oY b (Sopd a0l 301 j5 a8 cnl o ST el
S5l sl L e [B] s sd o sl 5 xS sl
as e Ol Jiﬂ}g—ﬁuw

Olge a4 ilite Ogme 3 (s mle Gl
o e JES Gl by @laSd S slapten
Sl same ot oal 53 2 5 1] Wpd e el
L 5 b oy e e (b lasdidy s S
4S) WaodiSU =S a4 Sltalie (s S o (5 ,S03100 |,
(PLC) 1053 4l b6 Gl L (slaotuSd zS Ysens
Sledbl iy b Ygame Il lisd e Jlasl (s

J}‘“’;@ (:L>u‘ LhonSJJLS RLE3Y) 6LAJ.9LJ 0> el C,..‘)Lijb

10 programmable Logic Controller
11 Process variable

12 gtate

13 measured variables

-
[ N)

1401\,


https://ic4i-journal.ir/article-1-302-fa.html

[ Downloaded from icdi-journal.ir on 2025-12-05 ]

ARl plagh m ele Ll

<,
=0

1401k S ol ¢ it L o

03l Iols 4 S mle lagie o o | DL
Obe 5 LaokiSU S 5o S Ols s S m Ol
Shlems Sl agtes (ul3 5 (o Glupam & LS 28
53 B S e eslin ol Ll glaailie ol s S5l
Rl Sl leadl e il e G s DDt sy e
[24] x5 3
SHR93, diwdy -3

adlas e 5 ki Gla)lS Sl F e opl o
50 St mle gt ol 5 Olebl LG
Jhe 51 (53,5055 [29] 0L 5 s s o D13 (oo
Sl b G 3L K Ulpe 4 ole e g L]
Lol . Lles S iyl Lasl Sledlbl b (plsmaher) oS 5
Glp e e L 5w s SIS s
oz Sl s b Wles S &) Sosimmle Sla i
ol s B S sl | egy Sl Ll
Sl 5 Sl diile age DI 5 3 5 s e (g,
Sl 5L dde 3 a8 Sl 1 lge 5l wled 3 ol
el 515 g Jelod B o s 4 S k0 55 Ll (S5 ol
33,5 sl

el o ble Sbol gl 1y by [26] L3 OBty 5
Sl eimlasl e G Sl eslizal b (S b (slaginm
3 Bl sl e sbedisd S L baates
ol o bl =l Lo S slgty bl sl IS5
e el 5 ol S e oS ns 0 0L Ry
55 Ol el S 5 e 0l O rn s 5 S sl
ol i bli ahes 5138 25t |y e daly 357 50 Ol
o Lozl alaz 51 prlgn sla S5 08,55 B0 s b
el 340

Gl S smbe Dbl 55, [217 0L Kes 5 5L
(ol 7o sdhe Llos S S a0 e g s Lol 5 O
Sl Gomle Ol bbs 51 glawslie 5 Lo 5 4 5o 0]
Slapie Sl Dbl o Glaslis (romen  Ailes S
pll Sl i 5 B Sl (555l

O 55 Ll Ghos 5 axaltl ot 5 550 0 el S
(17 515755 3 sl

ol 53 551l J S @ s Consy alamd a3
e S350l 6555 o Jlsl (HMID Y slem 0L ol
ar g b Klg e 0ol (18] adl s Cnds 0L
WL ey 5o S S S RS s kil w
a3 i |y sduS xS

"l St Olebl c B 5 ol 2-2

S

3ot Ll Aol Ga (g b Glagtegm 3
(ol by el Was SIS 51 dablone el 5 Oluabl ol
I8 5, 8ee e G0 &S s e lajlas L L
SOl gladaly 5 Slal [19] S o alos | g
Solize e S lagtans OO DI 2l
O S5l s G el o e a2
(ool Dl ((Spd Ll S sl 4 e
N B P V- LT
[20]

3 Olaebl bl s 5 e &6 (S5 sl Slagio 5
Sbeas 5o g mle e aSL il g sl ol
g ol (211 5505 ol am w b ol (510 1) 5 5VL
bz s Ll o glas pal;y Olexrlee &S ol s cpl @
laay 3 [21] dns o Golal s Clablons 5 ol i
L Slabl bl 5 ol b Slsle slaasid W 55 6l VL
0P 3 L Sl Glaeiens (el slaslsle S s
cl 0303 513 SU b (6 ule oMo

358 padld Gt 31 (S mle Slagtn
prles 358 el gl Laal n ste s Golmial s
(23 5 22] S o eslinl SO Al 3 gnle bl
S e 5 O e VLl Jele g5 b 0T cuaS
b bt (6l Ui ol et g 55 o 30505
0 S e 3 kSIS s S ko 4.5 5 35

.&;M‘)L;J .))jﬂ

17Human-Machine Interface

19


https://ic4i-journal.ir/article-1-302-fa.html

[ Downloaded from icdi-journal.ir on 2025-12-05 ]

ol Glagtus Oliabl LB L5l sl 20

L bt ol 53 S L Lol s il =l
Ly s &y Je Olabl il (ulg 55 dias e OLES
Sy st s Shae ole o3Il abwe b gslas oS
ol 03 e o & wals (SO ule et o
ool polad Glac e So 6o, p Al ) ol S a5l
Mo &5 5 38l o BT s s ilisn slas S (555 1 45
Sl

A s L e sl BLI 0L 5 s sl 5
e Tl Glapieen Sl o pat ol (B S
Lol slgi gl L diles S €1l (MCPS) 2 S5,
ke gl s DAES pdl 4 Gl 1 e glade
S Sl S calg s ol syS s s ol
O w glaadlze s 0 By Jie ol diles S ) gyl
31308 (Ko (Sl laatans 3 edd B S

Sahle @iledis @ln 1 s [32] L3 OB dn 5
S ol diles S slgdy (S sule Slaptopw 53 o
—aham Cila, B iles S 81 63k e wldem orlge s
S b el S5l g 4y e oy Sl (51 1 rlin g6
53 Oy Syt (Sl ks Gl agy @l s S Sl
el S B S sl sl

Sl ledte Gl b w5 Gl sy oo
23,5 olial (ol sla bl b (S e Slagtecs
e 5 o ln o BB &S (glo s slags3l . [34 5 33]
sl e b e alom 4 o315 35 Al e 5
O Sl ) A rmes S s sSledde (S5
Sl Glaeieen e il Db by L]
Glaadlie o sl @ Jras cnl 52 [20] s S sleiy
doly HLES Ol 5 e ol bl s ol
NG - EZ PR (D

bl s Goledde Hskie 4 1y 3, [30] 55 e
Sl ak S eslial b (S5 ule et Col

2 Giant

2 Medical CPS

20

GLls o5 53 cpl a5 il oals OLES a0l Sladlas L Klesls
e (6l Sl bl ol plaze sla S5

e Sl b Ol sy G 28] s OBk 5
S el b (s pule Slagtenm Soul 4S5 oS
ias ol Kles s &l (SPN) B alas o on sleasis
o 5 4 b e el e b ORIl & e
s B ool 03 S e S8 il 3l slade
A3 28 S ol Llye 4 558 el e 5l ealinal
el 0l ab S

g b olas (3L Jabe G [29] 0L 5 L sy Y
gt (S mle baetnn cul JL3l e ie
o 3550 (S5l Slaptem soe Jsb 0T Lles S
adlas (CTMO) By 0l GBS le oy Lolad 1 1,
S a5 s Sl Ol &S sl sl (53 Liles S
(oo ol cans bl s 318 o g9, oled &F )
S50l oy Sl eslinad b pled w55 4 O 035 3 5k
el Obe wn g

Sl s silede sl 63,50, [4] 0L 5 S
oS R 5 b (S el gt DLkl LB
slgcig UA)Y D T 05 o ns 53 Jde 5 e DL
Siledte ¢l GBSl dul b Lol 5l o8 5 diles S
S s WO L tiles S slizal Oluabl Sl 5 ol
L5 ske a8 Ll S ks 53555 (gledde 5,055 55 ) s
ol i bla e 51t UL pend 5 ens IS SV
ol sk 4 (g pdy et e LS Sl ol dlis
el 03 8 e3lizal Oligebsl LB

Slaptn slp e Je S [B0] 0L 5 K
G el 3580 4 i 5l el b s ap anel s (S5 im0l
S 52 b Sl Oliabl Sl 3 Shas 0T iles S
LT les S s 4Kt e gl s |y 0t Sk

9 Llesls 1,3 axlllas 5,40 1, (5)Lni-{iduw;‘w

18 Stochastic Petri Nets
19 Continious time Markov Chain

2 |nstantaneous availability

)
2
J

é..z.\_?u

9
<

Yi

J

14015 sl ¢ ais Jle


https://ic4i-journal.ir/article-1-302-fa.html

[ Downloaded from icdi-journal.ir on 2025-12-05 ]

<,
J ~

1401k S ol ¢ it L o

S e Glagtean Wl S5 &S shiles
s e S edamy 5 o3l J xS gladil> I (glas sazs
5 oS S o S i ol ol slaidle o D
byl i oLl oS shiles oees i by S
Ao S Ol o303 Jols o (S5 ol (Lot Lol
Gl oo liS U 1S Ol 5 LaodiS U 28 5 s S Olos
b gla=ys 3l Lar.:,w.:,w STLE RIS N W= S R U
Slsn 53 b S o eslizal Gulo slaadl jo cl sl S5 580
3 8 Sl €l slaadlse adlge S 5s D sl
G Sl 4 iledde glas sy ulul ekl &) Joke
G ormes s exlee Gl e o s
53 Sl Olej w35 ol 0l S ks blae bl
sS4 sladde sl eslanad b s el glac -
5t st aled mis a5 sl S dicilaal
Sbedbe sk 4 (555l ad e Ol s 7 55 50 )
el Wlie s

Sl (1], K) asles glyls oolging Jde 5o Il a
slade sl | Wl Koo slaadlie slaw i 01 s
Sl Il S e slaadl o sluai K 5 Wl sdeSJ 28
e 4 badlie aen OF 53 &S ol (ole b e
DA s 3 | ladd fe anadl 5§ 5 arlee 5 LS 0 S
sk el oo 5l eslizal b S o a prlge s as
Ll B LS 358 s @ (ot 3l 0l ol Sl
355l Sy 1 el fo @ o (310 ol (51 oY s
3ol b s 5l 53 I sl Y gama IS 5l 5151 s
el (S5

(eSS s & 3585 L S AS e a3 0l
Sesssl s 1 e 53 (Sod IO sl (6 p3Y
52 il (3890 e 4 3585 50 Sl (Ses ol 55 )
ablbe e S adsl oole Ll s e () 5o
wlelid ptn b g cl (See 55 S35E 558 e dle
53,5

erles S Gloyd 5o Sl S bl el Dbl L6
Lol Slaeas 5 L1 KuS 5 elS Sled! (s 3
53 plasil JalSE Sl b
5 OMSan by s &SIl gl i gs casds Hsb a
e 5 ans bl
WJde 53 gl ol s Sleslinal e
s iy odm 53wl Bl Slslinad pae o
Sl Gles Olge 4 358 asls (e Sl eslinal o
s
- el Lg\.av.:m.:w); S hﬁi}}el Sheslaxal pwy s ple @
Lol Sl Sl o &5 3 SO Sl Su s
Pl Slaal & 555 2 S5
La(,.:m.,ﬂ)'\ o s (gl s 0o el @
83 3l lie pl s ol gl s b el s
L35 sbaadljo 5 eslial 358 Gaghil e e (R
03 s eddd a4 S b ys el S5 sla ash s oS Sl
Sl sk @ g Cl edl B30 B,y )
e e gl @yl glaaddse
ke & rmes S e osliad s S 5 LaetuSd S

(S i

4.;;,-48\))3.:)36» o g b s o 5 5580 Lasklis
Sy oledde il Sl a4 Cans B opl pleze
aalllas 5 o S5 olis DLl ) 355 b lgs 5 s
Sl 5 Ol Sl 53 S 3 e 5 ol (sla el
sl ol e alS Sl ol cdes LAW o
S e 5 Ol S 5 ales lanl B 5 ake
el plaze edd Ol sla s 4 Cnd &S
Solgdy b3y -4

(el ledde Sias oS 4 el e
Lol e 5 edd B 8k s glaami (e gls bl
.ﬂjlsﬁd‘: laacn

6:% UZJJ u:.qaj 1-4

2 profile

21


https://ic4i-journal.ir/article-1-302-fa.html

[ Downloaded from icdi-journal.ir on 2025-12-05 ]

St b gt Olaabl LB L5 0 25

il je S oSl 3l el e )5 Sl gy o

ol S 3l g ity Sl 4 OF 3Ll adl e pls
S Olsi s 00 (S5l cadl o ais o gl a5
23 b e 2l S g e el e (b el
Sl Ri e Sem Ssil oo Ol w Ri 3 8 L
e gl S ST me s Re 5 baeduSd 28

Dy el bl 5l S
(i 1 'k) ( J _4 k)
I 1)) 1 l!__ 1 1

J
.. k
(”’Rk_l)

s e oLz ) eolgdn Jus 5l S gl 2 S

I s a5l DI s Ol IS ol &S shailea
Sheslaal e Bl e erlee el (Normal) (sl
L5y 45 S o My T g j5an 4 s S oyl
S Ll ks S5 b slaadge 4 alax LT w4 ol

2,03 ol (Penetrated) L oo 3500 Sl

b;uwjdx%‘xswsjbwgﬁgﬂasda@
S orles & ol al sl sl 28 8 K s Ol e
a0 S Lol J 8 S S ol il
o 03 pxrlge g i KSR 5l e
Sl a0 5 Il glaadlge slaws 5,8 e 13 ake
oS Syl o a3 erles Coledd (55 ioan Aol o8
oIl B 4 bl Ol e 1S B cos |
wlin sb ol (-1, ], K) i S Ko a3 K
S5 A S e eSS S sl 3 s sl
Gy Jo kD) 5 LK) fedls sl
Sladlie asle Jlj ojl jo 358 Ladtll (e
Ltz b Spmn 5 badiSJ 28 o S S 0t Lo
o plnil o dns o 513 st 3550 DBl 355 |
@ S Al (e Sl (See ol bws Gos
Wy ol 53 S Sl | edd Ol 5 adlje S s
o oadie oLk pbl sk 4 pasiis Ol S 4 ot
L slal i 5 5 0la ol o 3 5 adsl gl
ol ol (53 rmen LS 0 S5 o0 35 2B
sokd b3l adlie OF clfe 4 e (iSO o
.@5»\?;@@;\&@@\9—4{

Detected

Detected

Norm Penetrated

i) (D) €9

22

-
[ N)

1401\,


https://ic4i-journal.ir/article-1-302-fa.html

[ Downloaded from icdi-journal.ir on 2025-12-05 ]

FE— | )

vy

colgte 355,l b e 2 S

Detected Attaclked

c@olgi Jbe o il DI 3 S

ot Jhe sla ey ond 1 Ju

1401k S ol ¢ it L o

o Al

s 4 o2l 358 L] Pi

35 Al o 3 Ve Lasiis Jlaxs| Pa

el 358 Gl et | T

e 3385 355 i3S a3 a3l Ta

o CAES ey e 3L Sl 03k [ T

oS S S el g 4 dhom Jlazs Pa
oS e

b oS J 28 Ko S w ahem e 03l Ta
oS s

5 eSS s S Sispl ys| R
oS e

b ) sddol - slaalie jasis o, Jsl &)
12,8 dples 3 Dy 4 Ol S o0
b; <P
Ay :Z(T—d) )
- d

Sl 3ol i 5 5 eddol 5 slaadsa by Ol 5 &S

6@@}&)‘&,&6})}%&-&&5(46@\er)3

3badsl Jle s Sl 4 atcs a5 Ol3 D Sl iy s
NGRASRVIPS

o S adl 3o aees aow Sl il 3o SO ke ol 51 e
I a5 S 4 e Sl la Sma b 5 baodisJ 28
Sl cwl jasia K4 > & (Attacked) oil aes
JAS S il S o 2l O g0 3 050
S & (6ol S Sl e 5 4 Sma b g oS
545 0 3,5 (Recovery i, Recovery j, Recovery k) Y

G, j, kIr-1) 5 G, jir -1, k) (i -1, j, k) sl g
S dmen il (Sl s Ulie 4T L
5o kSY 1S (R glaad o 2 2 4 S 4 e
odd e 5 3y Aalp 2 35S bl 4 3l S
.(Failure) ..

olgrin Jo Sl Gl S Cndy emman 3 S
el yaseie S5 cpl 534S ailen AES o g 4 |,
fakem Spsis b Sl DI S s e Sy D
IS a2l Loy ooy dalr badie 5 S
el 0l @3l Ao 3550 oS laadd e
ol Jdo a3 el 274

03 S &l 1 ol ciy m 5 Jibe sl eyl ceed 1 Ju
sl

DA e Je o bl b o 5 4 055
s bl e Bl Jde 5 T Jlasl IS Er A4S
4 Olexlee 358 &5 Ol oo el iy a5 ol o 5
125 e 5 g ) (Ap) et

A, = Pp/Tp @)

LU‘}’L;‘ \) ()‘a) J)—‘J)‘uvﬁl w)ﬂmwcbu‘ CJ.»
1558l s 13 Jge 5l eslinud

_(gixPa) 3
)La—T—a ()

el g 31 Il glaadd 3o sl Gi O 55 &S

23


https://ic4i-journal.ir/article-1-302-fa.html

[ Downloaded from icdi-journal.ir on 2025-12-05 ]

ol Glagtus Oliabl LB L5l sl 20

JL«:&-\_}'CJJ LLd A s cwll Oleg J;i;(:.a dewles 6l
Bl Ol d:i;l.:ﬁﬁjﬁ‘b' I 5l s Jlal

_ -1
S = (ZkEMRik) €)

el ] Sl TSI S F R O s oS
O3g s 3 bl (g pdy s 1§y
Lg\ﬁ.g:mn‘g;w@)bwa_)ﬂﬁb\élﬁtJDJMJJW
Sl G s Sl &S el 5L el eSS
Coge 4 Ll dde Gl dan oS sl 3 55 anlllae
ol Il S s s g s S s 1,08
TraS spdp 25 oy 4 S B o sl ool b
gl oole D w4t OB S sl 5L s Db
S b e S Sy s bl ol AL
ol aalos BB 5 S5 4
A=1-mng )

el ol I s s 05 bzl TR &S

Wl GBSk as Je S ol Je S Tl
5 bl by Kl com  OF Ll S SVl
Of g 0oy atenS G585l 0 o3 LIl Sl VL]
37 555 n e 3 Sy 50

o q:h; an
" Sl

Ol atenS G55l 03 Sll Sl Vsl OF 43 &S
:[37] Sgh 0 drmles 5 oo 4 aldg
q=q.P 12)

el 538 Yzl s 5L P S
Jbo O 5

2R S Tl e S (52050 aalllas Ol
SRR b S alge 5> ol o5 0,5 0 B 0,

24

L‘)‘};d“)()\rdp)(v-?k-@ﬂ:ﬁjbd.l}f)_}:}j& Rt
D) e g Sy

_1-Pp + Pdp ®)

Tp Tdp

1S a5 O s 4 Ol

w:(l;Pa) (6)

ésduaew 3-4

ok wedd ab § L ys sladasis 340 53 Jise opl o
Sulo e 0 b (S sl Sla ot Oliabl S LB L5
SR 4 S e Lom el sl Solwdde (i, 5l
J.E BE) \J (MTTF) v.:.w.:w g_}"\J} G QLAJ w;.'l.:.ﬂ Iy e 4:.9;
)‘mmw‘.w‘w‘j‘ﬁ)‘o@;)%ﬁuﬂ
I sl b ol 3555 sl Olarlge SUasl 3550 Ole
ol 4 [36] 555 iy ol Sg b S s S
c)‘.z\.a‘}.’)Jjﬂjﬁ)\bbw‘bd\j&‘)wu;‘bﬁg&)‘}
138 371 35 Lgﬁf

MTTF =Z V:S; )
ies

Odeny 5 3 de oS el Jlads sl Sla Vi 0f 3 &8
Sole Si s Ll o i LIS S s Gl gl 5l S w
139 381 3 5 acwles 3 slas 3l eslizal L Olg 1)

Vi=q;+ ZjeM Vji @)

1A 5l el Sl Sl glas geze M OT s &S

NG

)
2
J

é..z.\_?u

9
<

Yi

J

14015 sl ¢ ais Jle


https://ic4i-journal.ir/article-1-302-fa.html

[ Downloaded from icdi-journal.ir on 2025-12-05 ]

ARl plagh m ele Ll

<,
=0

1401k S ol ¢ it L o

Dl Ll el el LS T 56 s s a5 shailens
LB b 4 Sk sies O s MTTF calom Jloz|
LS cnl s cnl @ gs05e cnl i dilioe 28 e 5
SRS Lo Sl 3 s bl 0l e Szl
g 3ol el e I w4 (g i el L5 L s

o anllas ) o talem ety Jlaiml 1 g
osls polastl alor asnis Jlaml ubl 4 Ciliie e
(el ol onls L3 9 58 IS s oS shailen Lol ol
5 MTTF Wis e aher  asis Jlosl ul5l
Jlazl G2l 3L Ly 53 das (Sl 31 s (6 0y o 2w
Slbe e S s 6t i b s e it
Llee L3S, Js s 5 S

S oS on 05SI D8 0b) Do 1)
s MTTE sl e oxle 358 Sl ol 55
S e PN E Y- JURPS N LR P C R B
Slos o3l sla el @ cilie e an olansl b il
i pladl bl ol slis 03y ob 5 358
Dl sl el el 0L 11 510 IKs s a5 shailes
Srlories 5 MTTE (LI585 a e 5580 Sl o5k
e 3585 Slos o3l Rl B L &3l 53 A sl e
LSO d e s Sle gladdl 5o g i Ol e
Mo Lol e iws s MTTF ams 55 5 Ll e
LS s

ey w13 512 Koides Sbjosl 51 pm)yp
Sl s sMTTE s oo lee 5580 5l i o Sl 03,
3k il a5 m Sl S gailen a3 e OLES | s
L s Sy s s MTTE Wl o o 585 Sl
Dobe @ ctlam Sloj o3l Rl L 315 5 s 158
SMTTE w5 5 Ll o S Jb= s (g 2 Ol

S oo My Rl (S e e

S s 33 3R =1 Syl oo Lot J 28 53 Ri=2
Rzl (S5l oo b
o3l BB o ol sl ahem sl e sla gl
Ol 1y e (gl sl B5SHbe ad e d ISl
e e )3 G | S laadl o orlge O 3 oS Aas oo
0315 el 55 U3 &S ailen ool (4 2 2) 5l el I
Slalad 31a5 4 353 a3l Gles e L
Clp oy 4@ 2 2) wsb Pl 5l xSy gy L
12 2) I opl ol S e 5 Laoss 25 da Ko
ol s gl

rl o3l e osls 0L D IS 55 p s alam (6 5k
30 L s liSURS S e 5 S Kl sl
S A= Bd2) Sl (Sl s idas e )3 Cius
Sl 3 30 Blas 31 zeS el J 28 slws O 53 oS ol
el IR Il 3 e 55 3

231 b s oS 5 B Gl p e Sl Ol s @
S bl Il o (S5l o O 53 8 S 0
el ) P ailiaie S 5SS s sl L
e e ol E e sl cnl 53 1y K gl o les S
el e o A (12 2) - (Il s

Jle cpl 5s ol (5ol Ol s 4 dho (g 5k )
o s i a5 gla el ples 2 J s il o a8 S L
S el andllas plSn kS o ey 1 La0T pslie 5 Jube
osls olantl Koo gl bl & (250 L polie bl
ia b law 5 Jle gl 53 e ol (sl Jolomd aled 5 55 s
NGIWH IR WAry-3 | WSO
il ltie a5 S ka5 L lakes Jlazl 1 oy
a5 Al Jlazml bl 4 o lee o plnil Jlazs| 51

ol w58 s s cpl bl L sl O35

25


https://ic4i-journal.ir/article-1-302-fa.html

[ Downloaded from icdi-journal.ir on 2025-12-05 ]

Detected

Attack]

a5 gl e gyl 4 S5

Detected

Penetrated

Attack]

e s fj:dwaﬁ)l:.nEJS.&

S Jals bl ol 53 K Pl cupmd S g

u)Juch&Ja_,b;uL\) Sl ob;obuﬁ;w‘ LSJJJ.e‘)‘v.L..M
Lsuﬁ)uv.:ah‘)}da&@Mﬁ&&\)@\ébf@jﬁ\w}
a3l 8 OF 53 45 1S aglin o L) gy 5 Ul o

x10*

B R T

MTTF({day)
[a]

Attack2-Failed

St b gt Olaabl LB L5 0 25

nalie o3k 0P A e el
03 ,0.3] 03 Pi
[0,2 ,08] 08 Pq
02 ,09] 09 T
(10 , 40 5,30 T
[2 510] 5352 Tr
0,5 5107 59,05 Pa

1,1] 5ol Ta

i

0.2

A B0 5l e ! 16 S

26

0.3

0.4

0.5

0.6 0.7

attack probability

w15 514 ol i8S Sby o3k J1 w)

Sk s MTTE 5 aes 228 Sy o3l Jl s 5
23l 4 il e 4w olantl b dias e 0L | e
gl sl b slie O35 b 5 e 2SSl
Ol sp @l & shiles Lol ots plbl 2l
Sl sl B L e o ies s MTTE (e
i8S Gl a3k Ll L mls s Al e 2AS alas 228
5 I s e IS 1S e 4S) OISl e

v

o sl

-
[ N)

1401\,


https://ic4i-journal.ir/article-1-302-fa.html

[ Downloaded from icdi-journal.ir on 2025-12-05 ]

1401 )l sl ¢ it Jlo (28 5 abile p days = ede Ll

2500

2000 ¢

MTTF(day)

1000

500

1500 +

/
__-®

-
-
-
-

10 15 20 25 30 35 40

penetration interval
(AU 0l Rl 38 Sl 0l 51110 s

0.98 1

Availability

0.92 -

=2
o
a3}

=]
b4

I
3% w

MTTF({day)
on

15 20 25 30 35 40
penetration interval

.dﬁ%mﬁnéﬁwwgbj ong ;‘ A1 J‘.&

x10*

4 6 8 10
attack interval

A 0 il e Sley o3l 3112 ISs

0.99

0.98

<
©
o

Availability

0.95 ¢}

0.94

900

800 1

-~
[=]
o

MTTF(day)
[=2]
[=]
[=]

B
(=1
(=]

300 ¢
d

200

0.97 |

w
(=1
(=]

¥

0.2 03 04 05 06 07 08 089

attack probability

0.2 03 04 0.5 0.6 07 08 0.9

detection probability

el B0k il 28 Jlal 1.8 s

0.99

0.98 |

Awvailability

o
(=]
-

0.96 |

0.95
0.2

0.3 0.4 0.5 0.6 0.7 0.8 0.9
detection probability

.‘5ﬁ.Lw,:M=,,J.:SJk;>|;I 9 JS.:.

FE— | )

27


https://ic4i-journal.ir/article-1-302-fa.html

[ Downloaded from icdi-journal.ir on 2025-12-05 ]

0.99

008

0.97

Availability
=] o =] o o =
2 8 8 B % %

o
o

1

2
Sensor Redundancy Factor

B ok file » Kyl 3116 JSa

2
Sensor Redundancy Factor

Sy s g S ST S

=W .6

S s Olabl @l L5l 6l s sl 5o
)‘ v L LS 43\)‘ LS_)"'.’.L"‘ Ma JJ‘JJ B éﬁ_ﬂb

s Oladsl B » J}u E) oJ.'«LsJJZS LJ.<W;-
S oozl 4yl ey Ol e 35 dalp O

315 VL oy Il s (sloe S oIS 55 45551 (slaail 3

o a Solgns R Sl eslinal b ocpcoman 55 dal gt

= b S s Oliabl b g (sla el
oareds el hex ezl 358 Jlaz| dax 5 S5

9 J}.‘u 9 o u;lﬂ) A)'L.v ‘J}Q: u..a.;;:..:.} Ljdl.ﬁ) A)'L. cida

b r @l 48 s e latdl e (33 e 5
[EPRAY &LA) b‘}LJ. c‘ﬁ)}.‘.ﬁ‘ L;Lmu.‘j.a )\ ealanal o« JJ.AJL;G QL\I».s

28

St b gt Olaabl LB L5 0 25

1
‘jl
’
P
0.98 | 7
rd
= L
h " 4
o
%096 57
= s
= ¥
rd
0.94 -4
&
s
e e
0.924="
2 4 6 8 10
attack interval
"5!1'3%0"}-:“; 2 o JL«:" ;‘ 13 JS.:«
1000
soof Q
A
A
—_ \
Z 600F
E Y
= \
= A}
S 400 .
oo _
200 | e
T -0
0 |
0 2 4 6 8 10

detection Interval

(2B 0k 58lke p adS Gl o3k 5114 s

0.99 %

0.988 r

0.986 \

Availability
<
w
g

0.982 r e

0.98 | >

0.978

0 2 4 6 8 10
detection interval
6,1-\1&}.«.:,3 4.1.9-‘_4.:5 ua\ﬂ)' a}l.: js‘ 15 JS.::
17 516 ISe 55 oS jshilen .l ol a8 anb 2le 3]
L.S‘J’ W LSJf.'kiu”‘j;""’g 9 MTTF ol esdalis J;L;
S 8 5l e Sl 53 il S Ssl o

b s = ele Al

)
2
J

S é_h.,\_rl.,c

JJ

)
v

ol ¢ s Ja

]

-
A& N

1401\,


https://ic4i-journal.ir/article-1-302-fa.html

[ Downloaded from icdi-journal.ir on 2025-12-05 ]

4 Jlis

Lo ellas

JA’\':LA/"% J’“’A-}f -

<
9
J J

L oJ

101l S, e« it

future. Sustainable Informatics and

Systems, 19, 138-146.

Computing:

[10] Ding, D., Han, Q. L., Xiang, Y., Ge, X., &
Zhang, X. M. (2018). A survey on security control and
attack  detection  for industrial  cyber-physical
systems. Neurocomputing, 275, 1674-1683.

[11] O'donovan, P., Gallagher, C., Bruton, K., &
O'Sullivan, D. T. (2018). A fog computing industrial
cyber-physical system for embedded low-latency
machine learning Industry 4.0
applications. Manufacturing letters, 15, 139-142.

[12] Mishra, V. K., Palleti, V. R., & Mathur, A.
(2019). A modeling framework for critical infrastructure
and its application in detecting cyber-attacks on a water
distribution system. International Journal of Critical
Infrastructure Protection, 26, 100298.

[13] Alguliyev, R., Imamverdiyev, Y., & Sukhostat,
L. (2018). Cyber-physical systems and their security
issues. Computers in Industry, 100, 212-223.

[14] Yaacoub, J. P. A., Salman, O., Noura, H. N.,
Kaaniche, N., Chehab, A., & Malli, M. (2020). Cyber-
physical systems security: Limitations, issues and future
trends. Microprocessors and microsystems, 77, 103201.

[15] Kopetz H., (2011), Real-Time Systems: Design
Principles for Distributed Embedded Applications, 2d.
ed., Real-Time Systems Series.

[16] Krotofil, M., & Larsen, J. (2014, August). Are
you threatening my hazards?. In International Workshop
on Security (pp. 17-32). Springer, Cham.

[17] Krotofil, M., Cardenas, A., Larsen, J., &
Gollmann, D. (2014). Vulnerabilities of cyber-physical
systems to stale data—Determining the optimal time to
launch attacks. International journal of critical
infrastructure protection, 7(4), 213-232.

[18] Krotofil, M., & Céardenas, A. A. (2013, October).
Resilience of process control systems to cyber-physical
attacks. In Nordic Conference on Secure IT Systems (pp.
166-182). Springer, Berlin, Heidelberg.

[19] Teixeira, A. M. (2021). Security Metrics for
Control Systems. In Safety, Security and Privacy for
Cyber-Physical Systems (pp. 99-121). Springer, Cham.

[20] Orojloo, H., & Azgomi, M. A. (2017). A method
for evaluating the consequence propagation of security
attacks in cyber—physical systems. Future Generation
Computer Systems, 67, 57-71.

[21] Barreto, C., Schwartz, G., & Cardenas, A. A.
(2021). Cyber-Risk: Cyber-Physical Systems Versus
Information Technology Systems. In Safety, Security and

ol 56 0T iS5 e Jlais| 5 ahes Slej 03k cthas
5l Sl St Slebl Skl 5 gl
A 03 b @l glaad 5o Sl el 55 a5 (5,050 5 (S
Olse il au3a 5 AL o O35 slmyl 355 45 S
& o eilim fase pl 4 pls dad el LIS
e b (S pmle Slaptnn ol SL501 5 oledde
besly ool 5 s 5l GRS OB 058
.g;s-\;ﬁ:rfg,\f'- LQJ;SJ(_;JK“;-

g0 v

[1] Hu F. (2013), Cyber-Physical Systems: Integrated
Computing and Engineering Design, CRC Press.

[2] Goyal D., Balamurugan S., Senthilnathan
K., Annapoorani I, Israr M. (2022), Cyber-Physical
Systems and Industry 4.0: Practical Applications and
Security Management, Apple Academic Press.

[3] Pivoto, D. G., de Almeida, L. F., da Rosa Righi,
R., Rodrigues, J. J., Lugli, A. B., & Alberti, A. M. (2021).
Cyber-physical systems architectures for industrial
internet of things applications in Industry 4.0: A literature
review. Journal of manufacturing systems, 58, 176-192.

[4] Yang, Y., Wang, S., Wen, M., & Xu, W. (2021).
Reliability modeling and evaluation of cyber-physical
system (CPS) considering communication
failures. Journal of the Franklin Institute, 358(1), 1-16.

[5] Gunduz, M. Z., & Das, R. (2020). Cyber-security
on smart grid: Threats and potential solutions. Computer
networks, 169, 107094.

[6] Leszczyna, R. (2018). A review of standards with
cybersecurity requirements for smart grid. Computers &
security, 77, 262-276.

[7] Priyadarshini, I., Kumar, R., Tuan, L. M., Son, L.
H., Long, H. V., Sharma, R., & Rai, S. (2021). A new
enhanced cyber security framework for medical cyber
physical systems. SICS Software-Intensive  Cyber-
Physical Systems, 35(3), 159-183.

[8] Monisha, K., & Rajasekhara Babu, M. (2019). A
novel framework for healthcare monitoring system
through cyber-physical system. In Internet of things and
personalized healthcare systems (pp. 21-36). Springer,
Singapore.

[9] Celdran, A. H., Pérez, M. G., Clemente, F. J. G,

& Pérez, G. M. (2018). Sustainable securing of medical
cyber-physical systems for the healthcare of the

29


https://www.google.com/search?tbo=p&tbm=bks&q=inauthor:%22Fei+Hu%22
https://www.amazon.com/Dinesh-Goyal/e/B09QQNPM1R/ref=dp_byline_cont_book_1
https://www.amazon.com/s/ref=dp_byline_sr_book_2?ie=UTF8&field-author=Shanmugam+Balamurugan&text=Shanmugam+Balamurugan&sort=relevancerank&search-alias=books
https://www.amazon.com/s/ref=dp_byline_sr_book_3?ie=UTF8&field-author=Karthikrajan+Senthilnathan&text=Karthikrajan+Senthilnathan&sort=relevancerank&search-alias=books
https://www.amazon.com/s/ref=dp_byline_sr_book_4?ie=UTF8&field-author=Iyswarya+Annapoorani&text=Iyswarya+Annapoorani&sort=relevancerank&search-alias=books
https://www.amazon.com/s/ref=dp_byline_sr_book_5?ie=UTF8&field-author=Mohammad+Israr&text=Mohammad+Israr&sort=relevancerank&search-alias=books
https://ic4i-journal.ir/article-1-302-fa.html

[ Downloaded from icdi-journal.ir on 2025-12-05 ]

ol Glagtus Oliabl LB L5l sl 20

cyber physical systems. Mobile  Networks and
Applications, 26(4), 1532-1542.

[31] Ravishankar, M., Stephan, T., & Perumal, T.
(2021). Time dependent network resource optimization
in cyber—physical systems using game theory. Computer
Communications, 176, 1-12.

[32] Priyadarshini, I., Kumar, R., Tuan, L. M., Son,
L. H., Long, H. V., Sharma, R., & Rai, S. (2021). A new
enhanced cyber security framework for medical cyber
physical systems. SICS  Software-Intensive  Cyber-
Physical Systems, 35(3), 159-183.

[33] Orojloo, H., & Azgomi, M. A. (2017). A game-
theoretic approach to model and quantify the security of
cyber-physical systems. Computers in Industry, 88, 44-
57.

[34] Orojloo, H., & Azgomi, M. A. (2018). A
stochastic game model for evaluating the impacts of
security attacks against cyber-physical systems. Journal
of Network and Systems Management, 26(4), 929-965.

[35] Sepehrzadeh (Orojloo) H. (2022). A method for
assessing the security risk in cyber-physical systems with
incomplete information using Bayesian game theory,
Karafan Quarterly Research Journal,
DOI:10.48301/KSSA.2022.320681.1909. in Persian.

[36] Sallhammar, K., Helvik, B. E., & Knapskog, S.
J. (2006). On stochastic modeling for integrated security
and dependability evaluation. J. Networks, 1(5), 31-42.

[37] Madan, B. B., Go3eva-Popstojanova, K.,
Vaidyanathan, K., & Trivedi, K. S. (2004). A method for
modeling and quantifying the security attributes of
intrusion tolerant systems. Performance
Evaluation, 56(1-4), 167-186.

[38] Mendiratta, V. B. (2004). Trivedi, Kishor S.
2002. Probability and Statistics with Reliability, Queuing
and Computer Science Applications. Interfaces, 34(5),
407-409.

30

Privacy for Cyber-Physical Systems (pp. 319-345).
Springer, Cham.

[22] Mitchell, R., & Chen, I. R. (2014). A survey of
intrusion detection techniques for cyber-physical
systems. ACM Computing Surveys (CSUR), 46(4), 1-29.

[23] Thakur, S., Chakraborty, A., De, R., Kumar, N.,
& Sarkar, R. (2021). Intrusion detection in cyber-
physical systems using a generic and domain specific
deep autoencoder model. Computers & Electrical
Engineering, 91, 107044.

[24] Krishnamurthy, P., & Khorrami, F. (2021).
Resilient redundancy-based control of cyber—physical
systems through adaptive randomized
switching. Systems & Control Letters, 158, 105066.

[25] Liu, X., Zhang, J., Zhu, P., Tan, Q., & Yin, W.
(2021). Quantitative cyber-physical security analysis
methodology for industrial control systems based on
incomplete information Bayesian game. Computers &
Security, 102, 102138.

[26] Tantawy, A., Abdelwahed, S., Erradi, A., &
Shaban, K. (2020). Model-based risk assessment for
cyber physical systems security. Computers &
Security, 96, 101864.

[27] Barreto, C., Schwartz, G., & Cardenas, A. A.
(2021). Cyber-Risk: Cyber-Physical Systems Versus
Information Technology Systems. In Safety, Security and
Privacy for Cyber-Physical Systems (pp. 319-345).
Springer, Cham.

[28] Tripathi, D., Singh, L. K., Tripathi, A. K., &
Chaturvedi, A. (2021). Model based security verification
of Cyber-Physical System based on Petrinet: A case
study of Nuclear power plant. Annals of Nuclear
Energy, 159, 108306.

[29] Lalropuia, K. C., & Gupta, V. (2019). Modeling
cyber-physical attacks based on stochastic game and
Markov processes. Reliability Engineering & System
Safety, 181, 28-37.

[30] Peng, H., Kan, Z., Zhao, D., & Han, J. (2021).
Security assessment for interdependent heterogeneous

b iash m eke Lollas

)
2
J

JA.\JL‘:

9
<

\zli

1401, S sled ¢ i Jl oJ


https://karafan.tvu.ac.ir/article_144724.html?lang=en
https://karafan.tvu.ac.ir/article_144724.html?lang=en
https://karafan.tvu.ac.ir/article_144724.html?lang=en
https://dx.doi.org/10.48301/kssa.2022.320681.1909
https://ic4i-journal.ir/article-1-302-fa.html
http://www.tcpdf.org

