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¥ Antivirus

* Intrusion detection system

* Fortified Cyber Defense (FCD)
' Resilient Cyber Defense (RCD)
11 Cyber Security
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' Cyber Attacks

' Hackers

" Proactive Measures

* Active Cyber Defense (ACD)
° Passive Cyber Defense

* Firewall
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" Shared Situational Awareness
* Threat Intelligence
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' Hack-back
¥ Zero-day Attack
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° Active Cyber Defense
* Information sharing
¥ Honeypot or Tarpits
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! Situational Awareness (SA)
2 The Defense Advanced Research Projects Agency

" sharkseer
4 National Cyber Security Centre (NCSC)
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" Beacons

¥ Deep Web

* Dark Web

* White-Hat Ransomware
'* Rescue Mission
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' Denial and Deception

" Hunting

" Network Telescope

* Network Address Hopping
° White Worm
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' dynamics
" Resolve
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