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¥ Antivirus

* Intrusion detection system

* Fortified Cyber Defense (FCD)
' Resilient Cyber Defense (RCD)
11 Cyber Security
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' Cyber Attacks

' Hackers

" Proactive Measures

* Active Cyber Defense (ACD)
° Passive Cyber Defense

* Firewall
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" Shared Situational Awareness
* Threat Intelligence
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' Hack-back
¥ Zero-day Attack

le sollos

<

95

3 jh.\..‘kﬂ)_é J"'h

-
Joou)

\
Oy

i dl

v

-
&N

1401\,


https://ic4i-journal.ir/article-1-310-fa.html

[ Downloaded from icdi-journal.ir on 2025-12-05 ]

1401l G ool ¢ s L 28 5 aile b L2a s = pele Lol

il OF lare 5 i gl abls Ol 58
g SO L ablie sk 4 oS ol Bl Lol 4 SRS
3 Ry 5,8 e el Olosle KK s eld plulis
Sl bl G sk Ll o asiia e (651500
s OF 31 (g i oMbl ot b Jolas o b 5145 4S8 s
Jols ol e e i b o (5800 G b 51 s 35
sl 5 bl by o sl o 5 452 L 51 Sl

Al S olems 3 il b (G5 Ol i
gbs sladis s mle &yl 55 Olye 4 Okl 5 1S
S dlesls anng 5 essad (Hlb L Jd sl
Sl g3 3,805 2015 Ul 3 1 ol odoze VU 25,0
Ll o oS 973 505 (s3lor o3ly 2 S LE Jke &S0 L 1y Jlad
ol e S e bl Caglie 50 055, i SO blie s
Sl =y 3l (1012016 UL 55 55 0l 4 mla
Al 5508 5o b (g mle #Bs (giluosly 5 G
5 J (b s Coeal stias 0L Lacpl dan ol ol
Sladde 5luesly G & Ol 5l (oMol (55 sg0r &S > 5]

A3l e g o 8 nl oo

PACD solais| Sekus .2-2

s (b g5 oS 5 Jlie b olis (slacy S 5
L s als 3l esbizad 5 Sledbl (108 STzl 4 5 Ol e
Jos s S50 oS WL el paasine SGs el Tt
e 2l 4l (23 L L5 e S o szl 5 4S5
a;}aﬁw\)ﬁ@wdu&gﬁdﬁ;@%}bﬁ@
e3liial wilde guils a5 gl g3l sl lalie ol 315
230 b GOLL) ot G 5o s e U e
bos Nl b a gy oVl e &S o
il o SaS o Fe slap S pluls

° Active Cyber Defense
* Information sharing
¥ Honeypot or Tarpits

Asset Identification and
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! Situational Awareness (SA)
2 The Defense Advanced Research Projects Agency

" sharkseer
4 National Cyber Security Centre (NCSC)
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" Beacons

¥ Deep Web

* Dark Web

* White-Hat Ransomware
'* Rescue Mission
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' Denial and Deception

" Hunting

" Network Telescope

* Network Address Hopping
° White Worm
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" Resolve
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