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Policy Engine:

> S, —>R, (th)

P3: if |Rv|<=
m

Pl:if S, —>S, <5, — S, (th) =Shutdown(S)) ;
P2:if S, > S, =5, =5, (th) =>Restari(S,),
—RC Reconfiguration msg(l)

3
Pd:if H|Svi| <100 = Restart the whole system ;
i=1

P5: VS, {5, |1<i<n}, gff|Svi| +|Rvi| <10 = Shutdown(S,) and alert for replacing it
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R={set of policy engine rules (R,)}
Security Controller :
i
!
Jor each change in Sv,
Jor each R,eR
if (Sv,<*> (R, > p))—do(R,—q)
b
Reliabiliny  Controller :
{
Jor each change in Rv,

Jor each R, eR
if (Rv, <> (R, > p)=do (R, —q)

1
ks

Integrated Controller:

{

Jor each change in Sv, or Rv,
Jor each R, eR
i ((Sv,.Rv,) <*>(R, > p))=>do (R, —>q)

s5e ol Sl S Ry e wSas il s
}JU)erch‘ﬁQ)Mmﬁ@Jwb—

spd analpr S1ssd eaiy RIP =0, sl L


https://ic4i-journal.ir/article-1-50-fa.html

[ Downloaded from icdi-journal .ir on 2026-05-19 ]

WWA0 glew oF o Ld (ol Jbo o2 5 AL _s alilas

Solwand gl XY

350 e 33 Sl 23V (Gland pll (6l 5
IS gl ekt ool 0 S5 K
a a5 b s dadat ol se sl Lok 2S
Lol sy Goledy Jde o &S VL Ol
O slaasues 5 baag b oo (53,5 58 )
S R I T D R
sz oS b osle Comiay phalet (G5l 0t
Coles L Ols oo conl s sl sl a3 S L5 s
Sl S b ols il sisdill (oo dslsl
235 s baeaiSUES 5SS s sl St
03 Wgad ol Gl el a8 b s gla ielas
sla el K5 pl 5 Kledd enls LS N IS
ol 50 S Oligabl bl SS U S 4 Lo
Lleks S8 K0S, 3l LS, 5SS

oA s A glaay S (gluand ol gl 5
NS2 MATLAB ibe (g ilwanss ciliee glalases .ol
Sl Gy abe glaas S ASlg e OPNET
S50 5 el SU a0 S 4w a il (gluans
sl s 4 e s 1) ileas sl S0
2l Gl MATLAB Lasws i 035 513 5 Olblse
sl ol Ol slata

s ly Bl e S 8 MATLAB Lo 5
53 edddyme Sl yatls 5 Cipl blzee o 0 SO
iy Bl s 3 s Sy T 5 Y sladsis

) o

).} oL wﬁjb ).D LQMLALM: L)i‘ )) Qw‘ C_A?LJL;

R aJ‘A—‘ Y 9 Y 6LAJ‘5J\>-

Soloands el gla el ¥ Jsder

W i 3 Sl 3 0
Wl | g A e

TR PR O
Dalw 2 bl u)‘_’.ﬁ‘r). QLIL.JJ}_I

Clile g ald Apli ks
4 o 4

il 4 a3 lady Sl

DS jlada> cils)

JALs S S sla L 558

v 4

U b

(PU 0l f 2 o



https://ic4i-journal.ir/article-1-50-fa.html

[ Downloaded from icdi-journal .ir on 2026-05-19 ]

....... Olaodo! Calild 9 Cunl J 5™ (Sl 9 (293l 41!

350 dallan 3 eslind 55 50 gla i bt IS

Policy Engine:
e Security Controller Policies:

P2:if C,—TR, >10Mbps && C,.,—>Fi

susp

P3: P
C,—>PR={C,—>Pr|Vk=1..2"%}

PS“ ff (jr —>F]‘-susp
P6: if SC, TR, =3 C,—>TR

S¢S,

o

our

P7: >3=C, > Alert ;

o Reliability Controller Policies:
PS8: if C,—T,, >10ms—=restart(C,);;

ping

P9: if C,—Pw>10WPH — replace (C,);

C,—>ITR,, +C, —>IR
C,—>INS
o Integrated Controller Policies:
p12: i &2

YT C SRAC
P13:if C,—rFi,, =TRUE=shutdown (C,) ;
P14: if |C,— S|

PII:if

CPU

Pl:if C.—TR, >30Mbps —block (C,—TR,)) for 10seconds ;
=l=block(C,—TR,,)’
i |Cf %PR' >max number of ports=restart(C,)

P4: if C,—>RAC>1000—=alert to user for overioading C,,
=TRUE=shutdown & replace (C,),
—> Alert (potential cyber threat to C,)

P10: if C,—>INS p, =10 MFLOPS=>restart (C,);

2 > some_threshhold = restart (C,)

< some_threshhold = C, — Alert (Suspicious Behavior) ;

+||C, %Rv"isom@ifhreshho.’d = shutdown &replace (C,) ;
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for each event E in C;
for each rule Pi
if (E in Pi—p) do Pi—»q
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